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01 Executive Summary

- These remain necessary, but they are no longer sufficient. In an interconnected,
O-I N Exe C u t IVe technologically dependent, and contested world, preparedness must increasingly
be understood as the capacity to anticipate and prevent disruption to complex
societfal systems, o sustain their operation under stress, and to restore them when
S u m m G r disruption occurs. That capacity depends not only on physical infrastructure, but
on the engineering capabilities, innovation ecosystems, industrial capacities, and
specialised falent pipelines that enable critical systems to function.

Pre pa redness has traditiona U.U The Nordic-Baltic region is entering a new security environment shaped by

z geopolitical instability, hybrid threats, cyber disruption, technological rivalry,
been understood as a questlon of climate-related risks, and sustained pressure on critical infrastructure. Russia’s war
c b against Ukraine, growing concern over critical infrastructure sabotage, intensifying
infrastructure prOteCthn, emergency competition over strategic technologies, and increasing dependence on globally

interconnected digital systems have exposed new vulnerabilities. At the same time,

plCI nning, StOCkales’ and defence preparedness is becoming inseparable from broader questions of technological
capa bll.ltg capability, workforce capacity, and sociefal resilience.

Drawing on developments across the Nordic-Baltic region, European regulatory
frameworks including the Critical Entities Resilience Directive (CER) and NIS2, NATO
resilience requirements, and evidence from engineering-intensive sectors, this report
argues that preparedness is an engineering, workforce, and governance challenge
rather than solely a security challenge. The critical question is no longer simply
whether societies possess infrastructure, technologies, or emergency plans. It is
whether they possess the capabilities required to operate, secure, maintain, adapt,
and restore crifical systems under conditions of disruption.

The Nordic and Baltic countries possess internationally competitive strengths in
advanced energy systems, secure communications, digital infrastructure, industrial
automation, cybersecurity, maritime technologies, artificial intelligence, and defence-
related industries. However, the report finds that the principal constraint facing the
region is not a lack of technological sophistication or innovation capacity. Rather, it
is the ability to coordinate, mobilise, and sustain preparedness-relevant capabilities
across institutions, sectors, firms, and national systems.

To describe this emerging strategic reality, the report infroduces the concept of
omni-use fechnologies. Unlike traditional dual-use technologies, which transition
between civilian and military applications, omni-use technologies generate




value across multiple societal domains simultaneously. Technologies such as
artificial intelligence, advanced telecommunications, cloud and edge computing,
autonomous systems, advanced sensing, quantum technologies, and space-based
infrastructure simultaneously underpin economic competitiveness, public services,
societal resilience, crisis management, and defence capability.

Their strategic significance lies not only in the technologies themselves but in
the ecosystems that enable their development, deployment, adaptation, and their
resilience. These ecosystems encompass research institutions, industrial supply
chains, infrastructure operators, regulatory frameworks, and highly specialised
engineering and STEM falent.

This perspective leads to a broader conclusion. Preparedness and economic

competitiveness are no longer separate agendas competing for the same resources.

The engineers, cybersecurity specialists, dafa scientists, Al experts, systems
architects, telecommunications professionals, and energy specialists who sustain
innovation and economic growth are the same professionals required to anticipate,
prevent, manage, and recover from disruptions to critical systems. The education,
research, and lifelong learning systems that develop and sustain this expertise
therefore constitute preparedness infrastructure in their own right.

The report further argues that preparedness must increasingly be viewed through
the lens of capability retention and technological sovereignty. For small and highly
inferconnected economies, technological sovereignty is not a question of self-
sufficiency but of retaining sufficient engineering depth, institutional knowledge,
operational expertise, and strategic control fo preserve freedom of action despite
dependence on global technologies, supply chains, and service providers. This
challenge is compounded by growing reliance on outsourcing and specialised
external providers for critical technical functions. While often economically rafional,
these arrangements can erode institutional memory and weaken organisations’
capacity fo mobilise expertise during prolonged disruption. The report identfifies a
growing preparedness conversion challenge across the region. Although significant
engineering and technological strengths exist, the mechanisms required to translate
emerging preparedness requirements into workforce development, education and
training provision, skills intelligence, and operational capability remain fragmented.
Lifelong learning systems, preparedness-relevant fraining pathways, and cross-
border mechanisms for anficipating and addressing capability shortages remain
underdeveloped relative o the scale and urgency of emerging demand.

Recent Nordic policy developments reinforce this assessment. In June 2026,

the Nordic Ministers for Co-operation acknowledged the fragmented nature of
preparedness efforts across the region and launched work on a new Nordic
programme for societfal security and emergency preparedness aimed at
strengthening coordination and integration across sectors and borders. This
recognition reflects one of the report's central findings: the preparedness challenge
facing the Nordic-Baltic region is increasingly one of operational integration rather
than strategic awareness.

The report concludes that preparedness should be understood not primarily

as a cost imposed on economic development, but as a strategic investment in
competitiveness, resilience, and longterm societal capacity. The Nordic-Baltic region
already possesses many of the foundational assets required, including world-class
research institutions, advanced industrial capabilities, mature digital infrastructure,
and strong traditions of cross-border cooperation. The challenge now is to develop
governance arrangements capable of connecting these assets more effectively,
sustaining the engineering and STEM ecosystems on which they depend, and
transforming fragmented strengths into a coherent preparedness capability for a
contested world.



02. Forewor

In 2025, the Association of Nordic
Engineers published Reclaiming
Europe’s Edge: Competitiveness
through STEM Talent (ANE, 2025). That
report argued that shortages of STEM
talent are not simply an education
challenge but a strategic challenge

affecting competitiveness, innovation,
technological sovereignty, and long-
term economic resilience.

The question addressed in this report is a natural extension of that argument: If
engineers are critical to competitiveness, what role do they play in preparedness?

Across Europe, preparedness has moved from the margins to the centre of public
policy. Russia’s full-scale invasion of Ukraine, growing hybrid pressure against
critical infrastructure, the increasing vulnerability of digital systems, and intensifying
geopolitical competition have fundamentally altered assumptions about security

and resilience. The question of who keeps the lights on, the networks running, the
water flowing, and the supply chains functioning under conditions of disruption has
become a strategic concern.

At the same time, preparedness can no longer be understood solely through a
military lens. Modern societies depend on highly interconnected infrastructure
systems: energy grids, telecommunications networks, financial services, transport
systems, cloud infrastructure, digital public services, and the engineering
capabilities that sustain these. When these systems fail, the consequences quickly
extend beyond individual sectors, organisations, and national borders.

This report adopts a Nordic-Baltic perspective because preparedness operates

at the scale of interconnected regional systems rather than individual national
infrastructures. The strategic environment reinforces this reality. Since 2022,

the Baltic Sea has emerged as a critical operational space where infrastructure
protection, communications resilience, energy security, and freedom of movement
are increasingly interconnected. Finland and Sweden'’s accession to NATO has
further integrated Nordic and Baltic preparedness challenges within a common
security framework. Yet the rationale for a Nordic-Baltic perspective extends beyond
defence cooperation. It reflects the growing reality that resilience, continuity,

and recovery depend on infrastructure systems, engineering capabilities, and
professional networks that operate across borders.



First, it advances the concept of omni-use engineering, recognising that the same
engineering ecosystems underpin economic activity, digital transformation, sociefal
to anticipate disruption and to sustain, adapt, coordinate, resilience, and security functions simultaneously. The traditional distinction between
and restore essential functions during periods of crisis or civilian and security domains remains important, but it no longer adequately captures

prolonged pressure. It is therefore as much about prevention how critical infrasfructure systems operate in practice.

as response: whether engineering skills, systems, and
cooperation are robust enough to keep disruption from
escalating into systemic failure. While military capability
forms part of preparedness, the primary focus of this
report is civilian preparedness: the infrastructure systems,
institutions, professional capabilities, and engineering
competencies required to maintain sociefal continuity under Third, it argues that preparedness is fundamentally an operational integration
adverse conditions. challenge. The central question is whether expertise distributed across firms,
infrastructure operators, universities, public institutions, and national systems can be
mobilised effectively when disruption occurs.

Preparedness in this report refers to the capacity of societies

Second, it reframes the availability and depth of specialised engineering expertise
as a preparedness variable. The critical constraint facing the Nordic-Baltic region

is often not technology or infrastructure itself, but the availability of specialised
engineering expertise capable of sustaining, coordinating, restoring, and renewing
the systems on which resilience depends.

The anticipatory dimension of preparedness carries a governance consequence.
Acting on foresight rather than on events requires the capacity o identify emerging
risks, interpret early signals, and invest in capabilities before the need for them has
been demonstirated. Because the relevant infrastructures, technologies, and skills cut
across energy, digital, fransport, education, research, and defence portfolios, no
single ministry can exercise this form of anticipatory governance alone (Tonurist and

Acting on foresight rather than

Hanson, 2020). Preparedness therefore depends on coordination across ministerial on events requires the ca pocity
boundaries and between public and private actors, a theme to which the report to identifg emerging risks
returns in its concluding chapter. ) ; !

i . | | . T interpret early signals, and
The same cross-boundary logic also applies to the professionals who keep these : : HHT

infrastructures and systems running. Preparedness is therefore a systems engineering Invest in ca pObIlItleS before
challenge of the first order. It demands engineers capable of sustaining, protecting, the need for them has been
adapting, and restoring essential services across organisational and national demonstrated.

boundaries, often under conditions for which neither peacetime operations nor
traditional crisis management systems were designed.

The gap between what this reality demands of engineering capacity and what
existing institutions are currently configured to deliver defines the core analytical
focus of this report.

The report makes three principal contributions.
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This chapter develops the analytical
foundation of the report by
examining how resilience and
preparedness connect across

the Nordic-Baltic region’s critical
infrastructure, and why engineers
and engineering competence sit at
the centre of that relationship.

03 Engineering Preparedness in a New Security Order

It draws on the evolving security environment, the dual-use and, as the argument
progressively establishes, omni-use technology architecture, the EU regulatory
framework, and the competence requirements that follow from the region’s changed
strategic position.

3.1 The Nordic-Baltic Region in a
Contested Europe

For three decades following the Cold War, the Nordic-Baltic region experienced

an extended period of strategic stability. NATO and EU enlargement, economic
infegration, and strong domestic institutions fostered confidence, sometimes implicit
and sometimes explicit, that large-scale territorial conflict was unlikely to return

to Northern Europe. Even major warning events, including Russia’s 2008 war in
Georgia and the 2014 annexation of Crimea, were offen interpreted as serious but
containable disruptions o a broader European settlement.

That confidence has been comprehensively shattered. Russia’s full-scale invasion

of Ukraine in February 2022 confirmed that conventional warfare had returned to
Europe, that borders could again be contested by force, and that European security
rested on assumptions no longer valid (Ringsmose and Rynning, 2023). For the
Nordic and Baltic states, several of which share borders with Russia or Belarus and
all of which depend on maritime and digital connectivity vulnerable to interference,
the implications were immediate.

What distinguishes the Nordic-Baltic security environment since 2023 is not only the
persistence of risk but the emergence of a sustained sub-threshold pressure pattern
against infrastructure and societal functions. NATO has explicitly framed recent
incidents as sabotage affecting energy and communication cables and launched
Baltic Sentry to strengthen surveillance and deterrence in the Baltic Sea region. The
Baltic Sea has moved from being primarily a corridor of commerce and connectivity
to a theatre where strategic signalling and disruption can be executed with plausible

deniability.

The region’s structural vulnerability is shaped by three characteristics. Geographic
exposure, encompassing Finland's long border with Russia, Norway's Arctic
proximity, and the Baltic states” frontier positions, creates a permanent requirement



for vigilance and resilience planning. Infrastructure interdependence links the
region’s economies into tightly coupled systems: power interconnectors, undersea
data cables, and maritime supply routes mean that disruption in one segment can
generate cascading effects across borders. Adversaries may also exploit such
incidents for intelligence gathering, identifying vulnerable assets before targeting
connections that could isolate the region in a hybrid or blockade scenario. The
Nordic model has historically prioritised resilience over asset protection, viewing
infrastructure not as critical individual units but as integral parts of vital societal
functions. This approach has been supported by comparatively high levels of
institutional and social trust, which have traditionally facilitated coordination between
public authorities, infrastructure operators, and citizens during periods of disruption,
yet the initial response to the Baltic cable incidents of 2023 and 2024 was
improvised and uncoordinated, exposing the limits of existing preparedness.

The broader global order reinforces this picture. A sharpening US-China
technology rivalry, fransatlantic uncertainties over burden-sharing, and the diffusion
of advanced capabilities to non-state actors all converge to make the Nordic-Baltic
strategic position simultaneously more exposed and more consequential to
European security as a whole (Bigo and Guild, 2023), rendering it vulnerable

to hybrid disruption as a critical node in Europe’s deterrence and connectivity
architecture.

3.2 Critical Infrastructure as Strategic Target

The systematic targeting of critical infrastructure represents a qualitative evolution in
how coercion and pressure are exercised in Europe. During the Cold War, critical
infrastructure was typically framed as a wartime target, destroyed in the opening
stages of large-scale conflict fo paralyse mobilisation and industrial capacity. Today
the logic is inverted: infrastructure becomes attractive precisely because it can be
disrupted continuously, below escalation thresholds, while still imposing real costs
and undermining public confidence (U.S. Helsinki Commission, 2024).

For the Nordic-Baltic region, critical infrastructure preparedness spans five
inferdependent domains: energy systems, telecommunications, transport and
logistics, water and sanitation infrastructure, and digital infrastructure. The
operational implication is that preparedness is cross-sectoral by design.
Cascading failure risk is no longer theoretical; it is an inherent feature of fightly
coupled infrastructure systems.

03 €ngineering Preparedness in a New Security Order

Box 3.1: Preparedness in a Cross-Sector Context

Cross-sector interdependence means that failure in one domain rapidly propagates
info others. A telecommunications outage disables the digital control systems that
manage power grids; a power grid failure cascades into water treatment and transport
management; disruption of digital government platforms undermines the coordination
capacity needed to manage any of the above.

Three features of this interdependence are particularly relevant to engineering
workforce planning. First, the engineers who understand interdependency boundaries
are highly specialised, and they are hard to recruit. Second, most preparedness
planning has been organised within sectoral boundaries, creating governance gaps
precisely at the cross-sector interfaces where cascading failure is most likely to
originate. Third, the implementation of the EU Critical Entities Resilience Directive
(CER Directive) now creates binding legal obligations for operators to assess and
manage these interdependencies, generating demand for exactly the cross-domain
engineering competence that existing educational pathways do not produce at scale.

Sources: European Commission (2022) CER Directive (EU 2022/2557); ENISA (2024)
NIS Investments 2024.




3.3 Hybrid Threats and the Erosion of Civilian-
military Boundaries

Hybrid operations exploit ambiguity: ambiguous affribution, ambiguous thresholds,
ambiguous domains. They also exploit an institutional legacy in which civilian
infrastructure and military security were governed as separate domains. That
separation no longer reflects operational reality (Joenniemi and Lehti, 2023).

In the Nordic-Baltic region, hybrid pressure now includes cyber operations,
electronic interference including GPS jamming, sabotage risks to undersea
infrastructure, disinformation campaigns, and deliberate reconnaissance activity.
The U.S. Helsinki Commission has mapped nearly 150 hybrid operations on NATO
territory since February 2022, underscoring the breadth and persistence of this
challenge (U.S. Helsinki Commission, 2024).

The erosion of civilian-military boundaries carries direct implications for the
engineering profession. Engineers in energy, telecoms, transport, and software are
no longer only delivering civilian services. They are defending vital national security
functions under persistent pressure, a shift with implications both for required
technical skills and for the professional and ethical context of engineering practice.

This transformation must be understood as a civilian, not a military, challenge. The
engineers who keep power grids operating, communications networks running,
and digital infrastructure secure are civilian professionals working within civilian
institutions. Preparedness depends on sustaining this civilian engineering capacity:
recruiting and refaining engineers in civilian roles, building civilian professional
development systems, and creating civilian governance structures that can
coordinate the workforce when needed. Engineering capacity has too often been
treated as secondary to military capability in preparedness debates, despite being
foundational to societal resilience.
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Box 3.2: OT/ICS Security: The Hidden Frontline

Operational Technology (OT) and Industrial Control Systems (ICS) represent the
engineered interface between the digital and physical worlds. Supervisory Control
and Data Acquisition (SCADA) systems, programmable logic controllers, and
distributed control systems operate power plants, water treatment facilities, railway
signalling, and manufacturing lines. For decades, these systems were air-gapped from
IT networks and thus insulated from conventional cyber threats. Convergence with IT
and cloud environments has eliminated that insulation.

The security implications are profound and only partially addressed. OT/ICS
environments differ from conventional IT in critical respects: availability is paramount
over confidentiality; patching cycles are measured in years, not days; legacy

equipment with twenty-to-thirty-year lifetimes cannot simply be replaced; and the
consequences of a security failure may be physical damage, environmental harm, or
loss of life rather than data breach.

Engineering these environments securely requires a hybrid competence profile
combining deep domain knowledge of industrial processes with cybersecurity
expertise, a profile that no existing educational programme produces systematically
at scale. Nowhere is the preparedness skills shortage more acute than in OT/

ICS security, where demand far outstrips the available workforce. Sources: ENISA
(2024) NIS Investments 2024; European Commission (2022) NIS2 Directive (EU
2022,/2555).




3.4 Rethinking Engineering Capability:
Beyond Dual Use

Preparedness is often discussed in terms of defence procurement, crisis
management, or civil protection. The language of dual-use captures part of this
reality, but no longer fully describes the way critical infrastructure systems now
operate.

The concept of dual-use originated in export control frameworks, where it referred
to technologies or knowledge with both civilian and military applications. Applied to
engineering competence, it carried a similar meaning: the same expertise used to
build telecommunications networks, energy systems, or digital infrastructure could
also support defence or security functions.

That distinction has become difficult to sustain. Modern infrastructure systems
operate across commercial, regulatory, security, and preparedness functions
simultaneously. An energy engineer may be managing grid stability, protecting
systems against cyber intrusion, and supporting offshore, all while meeting the
obligations of EU’s critical entity resilience and cybersecurity frameworks — CER and
NIS2. Telecommunications engineers maintaining commercial 5G networks are also
working on infrastructure resilience, redundancy, and protfection against electronic
interference. Al systems developed for predictive maintenance may simultaneously
support cybersecurity monitoring and infrastructure protection. The term omni-use
captures this more accurately: the same engineering ecosystems, infrastructures,
and technical competencies increasingly support multiple societfal functions
simultaneously, without any single domain being primary (Singer, Mueller and Kraus,
2025; Kremidas, 2025).

The policy implications are significant. Preparedness can no longer be treated

as a separafe security layer added onto civilian infrastructure systems after the

fact. The engineering ecosystems underpinning the green and digital transitions
are increasingly part of the region’s operational resilience architecture itself. How
Nordic engineering capability is developed, funded, and coordinated must reflect
that reality.
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Box 3.3: Lessons from Ukraine: Infrastructure Resilience
Under Sustained Attack

Ukraine's experience since 2022 offers rare real-world evidence of what infrastructure
resilience means under sustained attack. Distributed generation, mobile substations,
flexible network configurations, and modular repair approaches helped sustain
electricity and digital services even when major infrastructure assefs were repeatedly
damaged. Equally important was repair surge capacity: pre-positioned materials,
trained technical teams, and cross-border equipment support enabled restoration
under conditions far beyond those anficipated in peacetime planning.

For the Nordic-Baltic region, the central lesson is that preparedness depends not
only on protecting infrastructure, but on maintaining the engineering workforce
capacity, operational autonomy, and restoration capability required to recover systems
repeatedly during prolonged disruption. That makes societal preparedness a human
capital issue as much as a technical one.

Sources: Ringsmose and Rynning (2023); NATO (2023) Civil Preparedness; ENTSO-F
(2024)

3.5 From Regulation to Preparedness
Capability: The EU Framework

A dimension insufficiently recognised in Nordic preparedness discourse is the
extent to which the EU has, since 2022, begun constructing a regulatory, industrial,
and technological architecture that directly shapes how societal resilience and
preparedness capability are organised. Two regulatory instruments are particularly
significant.

The CER Directive (EU 2022/2557) establishes binding obligations across

eleven critical sectors, requiring operators o conduct systematic risk assessments
and implement technical and organisational measures that franslate directly into
engineering design and operational capability requirements (European Commission,
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2022). NIS2 (EU 2022/2555) complements this by extending harmonised
cybersecurity obligations across a much wider range of entities, mandating incident

Box 3.4: CER, NIS2, and the Engineering Workforce:
What Compliance requires

handling, business continuity, supply chain security, and the use of multi-factor
authentication and encryption, capabilities that require engineering expertise to
implement and maintain them at scale (European Commission, 2022).

Taken together, these frameworks function as capability frameworks for
preparedness, generating demand for hybrid engineering profiles that span IT
security, OT operations, cross-border coordination, and regulatory compliance
simultaneously. The implementation challenge is therefore not primarily legal. It is
fundamentally a workforce and engineering capability challenge.

Beyond regulation, the European Defence Industrial Strategy (EDIS), launched in
March 2024, reflects a broader shift in European policy thinking away from viewing
economic competitiveness, industrial capacity, technological sovereignty, and
preparedness as separate policy domains, and towards recognising their growing
interdependence (Bux, U. and Del Monte, 2024). For the Nordic-Baltic region, this
creates both opportunity and pressure: the region possesses substantial engineering
depth in many of the domains these frameworks prioritise, yet the pace at which
demand for specialist engineering competence is growing now outstrips the
capacity of existing education and workforce systems to respond.

Taken together, these
frameworks function as
capability frameworks for
preparedness, generating
demand for hybrid
engineering profiles that span
IT security, OT operations,
cross-border coordination,
and regulatory compliance
simultaneously.

CER Avticles 13 and 14 require critical entities to conduct regular risk assessments
and implement technical and organisational resilience measures, increasing demand
for engineering capabilities able to secure and restore critical infrastructure under
conditions of disruption.

NIS2 Article 21 mandates cybersecurity risk-management measures including incident
handling, business continuity, supply-chain security, multi-factor authentication, and
encryption, while Article 23 establishes strict incident-reporting obligations and
timelines. Together, these requirements increase demand for engineers capable

of managing cyber incidents within operational technology and industrial control
environments without disrupting live physical processes, a specialised competency
area that remains in limited supply across Europe.

Both directives also strengthen requirements for cross-border cooperation and
information sharing, creating demand for engineers able to operate within
inferoperable Nordic-Baltic and EU security frameworks.

Sources: European Parliament and Council of the European Union (2022) Directive
(EU) 2022/2557 on the resilience of critical entities (CER Directive), Articles 13—14.
Official Journal of the European Union, L333, pp. 164—198.

European Parliament and Council of the European Union (2022) Directive (EU)
2022/2555 concerning measures for a high common level of cybersecurity across
the Union (NIS2 Directive), Articles 21 and 23. Official Journal of the European Union,
1333, pp. 80—152.

European Commission (2022) CER Directive Articles 13—14; European Commission
(2022) NIS2 Directive Article 21, Article 23.




3.6 NATO &nlargement, and the Competence
Imperative

Finland's accession to NATO in April 2023 and Sweden’s in March 2024 constitute
the most significant transformation of Nordic security architecture since the Cold
War (NORDEFCO, 2023). Together, they close the strategic gap between NATO's
northern flank and the Baltic states, create conditions for more integrated Nordic-
Baltic planning, and generate new interoperability requirements that extend deep
into civilian infrastructure and engineering domains.

The formal foundation of NATO's civil preparedness agenda is Article 3 of the
Washington Treaty. Since 2016, NATO has operationalised this through its Baseline
Requirements for National Resilience, covering continuity of government, energy,
communications, transport, emergency response, food and water systems, and the
management of mass casualties (NATO, 2016; Christie and Berzina, 2022; Dowd
and Cook, 2022). In practice, these requirements are engineering and workforce
challenges as much as policy commitments. Resilient energy supply depends on
grid stability and black-start capability; communications resilience depends on
hardened telecommunications infrastructure and network redundancy; and continuity
across transport, water, and digital systems depends on engineers capable of
sustaining and restoring interconnected infrastructure under degraded conditions.

NATO’s DIANA programme, the Defence Innovation Accelerator for the North
Atlantic, is also relevant to the omni-use capability agenda, particularly through
its focus on Al, autonomous systems, quantum technologies, biotechnology,

and space (NATO DIANA, 2024). The significance of these developments lies
less in defence procurement itself than in the growing overlap between civilian
technological capability, infrastructure resilience, and preparedness requirements
across the Nordic-Baltic region. Recent NATO resilience scholarship emphasises
that preparedness depends not only on military capability, but on resilient civilian
systems, societal mobilisation capacity, and the ability of civilian institutions and
infrastructure operators to function under conditions of prolonged hybrid pressure
(Hoogensen Gjerv, Glebov and Holshek, 2025). This situates engineers at the
forefront of preparedness.

3.7 Engineers at the front of preparedness

What distinguishes preparedness in the Nordic and Baltic context is that

societal resilience now depends as much on civilian engineering capability

as on conventional defence capacity. Modern crises rarely unfold through
conventional military confrontation alone. Preparedness challenges arise when
the interconnected systems that support everyday life are disrupted, including
energy, felecommunications, fransport, water, finance, and digital services. When
these systems are disrupted, the ability fo sustain sociefal functioning depends
fundamentally on the availability of highly specialised engineering and technical
expertise.

This interdependence makes preparedness a collective engineering challenge as
much as a national one and shifts its centre of gravity from infrastructure design
toward the human and institutional capability required to sustain systems under
prolonged disruption. The strategic importance of this capability is growing while
many Nordic and Baltic countries already face shortages across engineering,
cybersecurity, digital infrastructure, and advanced technical occupations. These
pressures are infensified by the evolving character of disruption itself. Cyber-attacks,
supply-chain failures, infrastructure sabotage, disinformation, and extreme weather
events inferact across connected systems, producing cascading effects that are
difficult to isolate or manage within traditional sector boundaries.

Preparedness, in other words, is not only about stronger infrastructure or more
advanced technology. It is equally about maintaining the human, institutional, and
industrial capacity to adapt, coordinate, repair, and recover while disruption is still
unfolding.

Civil preparedness extends beyond critical infrastructure and the engineering
professions themselves. It encompasses the capacity of society to continue
functioning as close to normal as possible under conditions of crisis or war.
Engineers play a central role in this effort, but they do so alongside firms, public
institutions, and production systems whose continued operation underpins societal
resilience.

Industrial adaptability forms an important part of this broader capability. Companies
with significant civilian production capacity may be able to repurpose operations



to support emergency or wartime requirements, while innovation ecosystems
can accelerate the development of new solutions. Ukraine’s experience illustrates
both dimensions. Small start-ups have driven important advances in areas such
as drone technology, yet scaling these innovations has depended on established
manufacturers, production capacity, supply chains, certification systems, and

the mobilisation of civilian engineering talent (CSIS, 2026; Council on Foreign
Relations, 2026). For the Nordic-Baltic region, this suggests that preparedness
depends not only on specialised engineering expertise and critical infrastructure
resilience, but also on the adaptability of the wider industrial ecosystem and its
capacity fo convert civilian capabilities info sociefal resilience when circumstances
require.

Box 3.5 Preparedness Equals Resilience Plus Mobilisation

Resilience concerns whether systems can withstand disruption. It is primarily an
infrastructure, organisational, and engineering challenge involving redundancy,
modularity, adaptability, and fail-safe design.

Preparedness concerns whether societies can sustain, repair, adapt, and restore critical
functions during prolonged disruption. It depends on engineering capability, operational
decision-making capacity, industrial adaptability, institutional coordination, and the ability
to mobilise resources rapidly across sectors and borders.

The key distinction is surge capacity: the ability to mobilise specialised expertise,
production capability, and organisational resources quickly and at scale. A society

may invest heavily in resilient infrastructure and still remain vulnerable if critical skills,
industrial capacity, or institutional capabilities erode through workforce shortages, weak
learning systems, fragmented coordination, or insufficient preparedness planning.

Sources: NATO (2016) Baseline Requirements for National Resilience; Tierney (2019).
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3.8 The Capability Challenge

The analysis developed above leads to four interconnected conclusions.

1. First, the Nordic-Baltic region has moved from Europe’s strategic periphery
to a more central position within collective preparedness and defence
planning. This shift is generating sustained and growing demand for

engineering expertise across energy systems, telecommunications, transport

infrastructure, logistics, cloud architecture, cybersecurity, and other critical
civilian sectors.

2. Second, advanced engineering capability increasingly shapes resilience,
deterrence, and societal confinuity.

3. Third, the combined effect of the CER Directive, NIS2, NATO resilience
requirements, and emerging European industrial security frameworks is
transforming preparedness info a concrete workforce challenge.

4. Fourth, the traditional dual-use framework no longer adequately captures the
sfructure of preparedness. The same infrastructures, engineering ecosystems,
firms, technologies, and professional competencies increasingly support
commercial activity, digital fransformation, societal resilience, industrial strategy,
and security functions simultaneously. This report therefore adopts the concept
of omni-use to describe an environment in which economic, societal, and
security functions increasingly depend on the same engineering capabilities
and infrastructure systems.

Taken together, these developments point 1o a strategic constraint that extends
beyond technology itself. The limiting factor increasingly lies in whether Nordic and
Baltic societies can organise, sustain, renew, and mobilise the engineering expertise
on which resilient infrastructure systems depend. Preparedness is therefore not only
a question of defence investment or infrastructure protection. It is equally a question
of workforce depth, institutional coordination, longterm competence renewal, and
the capacity to maintain operational continuity across interconnected systems during
prolonged disruption.



The chapters that follow build from this foundation. Chapter 4 examines the Nordic
innovation ecosystem as the institutional and technological base on which both
competitiveness and preparedness capability increasingly depend. Chapter 5
analyses how Nordic-Baltic cooperation must evolve from political coordination
towards shared operational engineering capacity. The following sections examine
how these engineering strengths intersect with growing workforce pressures,
institutional fragmentation, and emerging preparedness requirements.
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This chapter examines how these capabilities were developed, where the region’s
engineering depth is concentrated, and why these strengths now possess

growing preparedness relevance. It analyses the institutional and industrial
ecosystems underpinning Nordic and Baltic resilience across energy systems,
telecommunications, digital infrastructure, industrial capability, and advanced
technologies. At the same time, it argues that significant governance and workforce
gaps continue to limit the region’s ability to mobilise these capabilities fully under
conditions of sustained disruption.

41 The Omni-Use Logic of Nordic
€ngineering Strength

The Nordic region exemplifies the omni-use logic to a greater degree than most
regions of comparable economic scale. Its technological strengths emerged from
the practical demands faced by small, open, highly digitalised economies operating
in demanding geographic and climatic conditions. Managing offshore energy
systems in Arctic environments, building advanced telecommunications networks
across sparsely populated territories, and developing secure digifal public services
used daily by entire populations required deep engineering expertise long before
preparedness became a central political concern.

These capabilities are strategically valuable because they were developed through
the long-term operation of civilian infrastructure systems rather than primarily through
defence procurement programmes. Engineers built expertise by operating energy
grids, telecommunications networks, offshore systems, transport infrastructure, and
digital public services continuously under demanding real-world conditions.

This produced operational knowledge that is difficult to reproduce through
preparedness exercises or shortterm security initiatives alone. The preparedness
value of the Nordic region therefore lies not only in technologies or infrastructure
assets themselves, but in the accumulated engineering competence embedded
across firms, public institutions, infrastructure operators, universities, and
professional ecosystems.

The engineering strengths now central to preparedness were not originally
developed for security purposes. They emerged because advanced
telecommunications markets, offshore energy development, industrial automation,
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and ambitious digital public administration required them. Their preparedness
relevance reflects a broader systemic shift in which the civilian systems supporting
everyday societal functioning increasingly overlap with the systems exposed to
disruption, coercion, and hybrid pressure. As established in Chapter 2, this is the
omni-use logic in practice: the Nordic region’s strengths in energy systems.

Box 4.1 Norway's Offshore Wind Transition

Norway's offshore wind sector demonstrates how engineering capability developed
for the green fransition increasingly also supports preparedness and infrastructure
resilience. Floating offshore wind projects such as Hywind Tampen have required
advanced expertise in subsea engineering, offshore structures, digital monitoring
systems, power electronics, marine logistics, remote operations, and grid integration
under harsh North Sea conditions.

Many of these competencies were originally developed in offshore oil and gas and
are now being fransferred into offshore wind through targeted reskilling and workforce
transition initiatives involving industry, universities, and vocational education providers.
The result is an engineering ecosystem that simultaneously supports decarbonisation,
digital infrastructure management, offshore resilience, and critical energy security.

Sources: Equinor (2024) Hywind Tampen; Norwegian Offshore Wind (2024) Offshore
Wind Education in Norway; WindEurope (2025) Europe’s Wind Energy Workforce
Report; Infernational Energy Agency (2024) Offshore Wind Outlook 2024.

4.2 Energy Systems Engineering: Depth,
Transition, and Preparedness Relevance

Energy systems engineering constitutes the Nordic region’s strongest and most
strategically significant omni-use capability domain. The operation of geographically
dispersed, weather-dependent renewable energy systems across tightly
interconnected regional electricity markets has required sustained investment in
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power electronics, digital grid management, offshore systems engineering, black-
start capability, and advanced infrastructure coordination. These are precisely the
types of competencies increasingly recognised by NATO, ENTSO-E, and European
resilience frameworks as critical fo maintaining energy continuity under conditions of
disruption and crisis (NATO, 2023; ENTSO-E, 2024; Fingrid, 2023).

What gives the Nordic region particular depth in this domain is the combination of
technological sophistication and sustained operational practice. Engineers working
within Nordic fransmission system operators, offshore energy firms, ufilities, and
infrastructure operators daily manage highly complex systems under conditions
shaped by geographic dispersion, harsh climatic environments, fluctuating
renewable generation, and cross-border interdependence. This produces forms

of operational and systems expertise that are accumulated through practice and
coordination over time, and which cannot easily be recreated through formal training
alone.

The energy transition has further expanded and strengthened this engineering
base. The rapid development of offshore wind, particularly in Denmark and
Norway, has driven advances in subsea cabling, offshore structural engineering,
power conversion systems, digital monitoring technologies, and complex system
integration. Many of these competencies are directly relevant to the growing
preparedness challenge surrounding offshore infrastructure protection and
restoration. WindEurope (2025) and the International Energy Agency (2024)

both identify mounting shortages of specialised engineers and technicians across
offshore wind, grid integration, and energy systems management as emerging risks
to Europe’s energy transition and infrastructure resilience objectives.

The implementation of the CER Directive increasingly franslates these technological
capabilities info concrete preparedness obligations. Critical infrastructure operators
must now demonsirate capacity in resilience planning, infrastructure restoration,
operational continuity, and systematic risk management under adverse conditions.
This creates growing demand for engineers capable not only of designing
advanced energy systems, but also of sustaining and restoring them during
prolonged disruption. The Nordic ecosystem enters this period from a position of
significant strength. However, maintaining that advantage will depend on workforce
renewal, specialist fraining capacity, and the long-term sustainability of specialised
engineering pipelines.

Nordic telecommunications engineering represents one of the region’s most
strategically significant omni-use assets. The commercial imperatives of building
high-performance networks across sparsely populated geographies, harsh climatic
environments, and complex maritime terrain have produced engineering depth

in radio frequency design, network architecture, subsea cabling, and large-scale
systems infegration that few regions of comparable economic scale can match.
Finland’s Nokia and Sweden’s Ericsson built the competence ecosystems that remain
the core of Europe’s remaining industrial capacity in mobile network infrastructure
engineering. These capabilities have immediate relevance to communications
systems that can continue operating under conditions of disruption and attack.
(European Commission, 2024; ENISA, 2024).

Nordic network engineers have not only designed advanced systems but operated
and maintained them continuously under real-world conditions. That operational
continuity matters for preparedness: the knowledge of how networks fail, how they
behave in degraded states, and how restoration is managed at scale is accumulated
through practice rather than acquired through training alone (NATO, 2023).

The nearterm risk to this competency base is workforce erosion through commercial
restructuring at Nokia and Ericsson, the two firms around which much of Europe’s
mobile network engineering ecosystem is organised. What matters analytically is that
competence in radio frequency design, network architecture, and complex network
software management depends on long-cycle industrial ecosystems, specialised
workforce pipelines, and accumulated systems integration knowledge that, once
dispersed, cannot be reconstituted quickly (ENISA, 2024; European Commission,
2024; Adamson and Alander, 2026).



Box 4.2: Finland: Engineering Capability in a Whole-of-Society Model

Finland's preparedness engineering base benefits from an institutional advantage beyond
technical capability. Its comprehensive security model has maintained coordination
between civilian infrastructure, industry, and national resilience planning since the Cold
War, while several other Nordic countries reduced equivalent preparedness structures
after the early 1990s.

This continuity has supported a comparatively integrated ecosystem linking VTT's applied
research infrastructure, Aalto and Tampere University’s strengths in felecommunications,
cybersecurity, and systems engineering, and Patria’s defence-industrial capability.
Finland’s National Emergency Supply Organisation further connects public authorities
and critical infrastructure operators through a network involving approximately 1,500
companies and sectoral coordination pools.

The continuing challenge is ensuring that this institutional coordination capacity can

be translated into sufficient engineering depth in areas such as operational technology
security, resilient communications infrastructure, and critical systems engineering as
CER and NIS2 requirements.

Sources:
Finnish National Emergency Supply Agency (NESA) (2025) The National Emergency
Supply Agency.

European Commission (2022) Directive (EU) 2022/2557 on the resilience of critical
entities (CER Directive). Official Journal of the European Union.

Hyvénen, A.-E. and Juntunen, T. (2020) ‘From “spiritual defence” to robust resilience
in the Finnish comprehensive security model’, in Larsson, S. and Rhinard, M. (eds.)
Nordic Societal Security: Convergence and Divergence. London: Routledge.
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4.4 Digital Public Infrastructure and Civic
Systems Engineering

The Nordic region’s investment in digital public infrastructure constitutes a third
category of omni-use preparedness asset, one built through the practical demands
of governing small, highly digitalised societies rather than through security-oriented
design. Denmark’s digital public sector, among the world’s most advanced in

scale and integration, has generated genuine institutional expertise in large-scale
systems architecture, interoperability engineering, and secure identity infrastructure
(European Commission, 2024). These competencies underpin government
continuity under disruption — not as aspirational capabilities but as operational
realities tested daily at population scale.

Estonia’s trajectory is equally instructive. The country deliberately constructed a
resilient, distributed digital state architecture encompassing X-Road interoperability
infrastructure, digital identity systems, and data embassy arrangements, embedding
a preparedness engineering logic from the outset. These are systems designed to
function under adversarial conditions, including the loss of physical territory.

The engineering competence that built and maintains this architecture is a regional
asset of growing strategic importance as other Nordic and Baltic governments
face equivalent design challenges under CER and NIS2 obligations (European
Commission, 2022).

Preparedness in digital infrastructure, however, also depends on the physical
foundations that sustain connectivity, storage, and computational continuity under
disruption. In this respect, Iceland occupies a distinctive position within the regional
preparedness architecture.

These are systems designed

to function under adversarial
conditions, including the loss of
physical territory.
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Box 4.3: Iceland: Energy-Backed Digital Resilience

Iceland’s contribution to Nordic digital infrastructure is distinctive and often
underappreciated. Abundant geothermal and hydropower resources support some

of the world’s most energy-secure data centre and telecommunications infrastructure.

In a threat environment where transatlantic data routing and cloud infrastructure are
increasingly targets of hybrid pressure, Iceland’s energy-backed digital resilience,
combined with its North Atlantic geographic position, provides strategic depth that few
other locations can match.

Iceland ranked first in a cross-country analysis of 38 OECD member states for
supporting women in STEM roles, with approximately 45 per cent of STEM positions
held by women (see also Box 8.4). This advantage in falent utilisation compounds the
geographic and energy security advantages that make Iceland a strategically distinctive
node in the regional preparedness architecture.

Sources: Organisation for Economic Co-operation and Development (OECD (2024);
NordForsk (2025); European Commission (2024).
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Norway and Sweden have developed complementary strengths in industrial
systems infegration, the engineering of large-scale process control environments
across offshore energy, manufacturing, and utilities, which translate directly

info the operational continuity requirements that preparedness frameworks now
mandate (Norwegian Ministry of Defence, 2024; ENISA, 2024). These capabilities
were developed commercially, through decades of managing complex physical
infrastructure in demanding environments, and their preparedness relevance is a
consequence of that civilian investment rather than a deliberate security outcome
(ANE, 2025).

Across these national profiles, the common thread is the operational engineering
depth of expertise: engineers who have built, operated, and restored complex
systems at scale over long periods under real-world conditions. Rather than

any specific fechnology, it is this deep expertise that constitute the genuine
preparedness asset.

Chapters 5, 6 and 7 examine in greater detail how the Nordic-Baltic region’s existing

engineering depth intersects with the changing competency demands generated
by preparedness, infrastructure interdependence, technological transformation,
and prolonged societal disruption. Their focus is not only where specialised
competencies already exist, but where workforce gaps, institutional fragmentation,
and emerging operational requirements are creating growing pressures across
preparedness-relevant engineering domains.
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Taken together, the Nordic innovation system constitutes a preparedness asset

of substantial depth. Its civilian engineering base in energy systems, secure
communications, subsea operations, and digital infrastructure represents precisely
the kind of omni-use capability on which preparedness increasingly depends (ANE,
2025). At the same time, four structural challenges emerge clearly from the analysis
and shape the competency gaps examined in the following chapters.

1.

First, the relationship between innovation and institutional anchoring.
Nordic firms and research institutions are producing advanced capabilities
across the engineering domains examined in this chapter, but whether the
knowledge they generate remains embedded within Nordic institutional
ecosystems over time, or gradually migrates through acquisition,
restructuring, and global talent competition, has direct preparedness
implications (Slatmo et al., 2024; Nordic Innovation, 2026). The concern
is not primarily frontier technologies. Rather, it concerns the established
engineering competencies in energy systems, subsea infrastructure, and
secure communications that already form the operational backbone of
regional resilience. If the firms and institutions anchoring this knowledge are
hollowed out or absorbed into external ecosystems, preparedness capacity
may erode rapidly and prove difficult to rebuild.

A related preparedness challenge concerns technological sovereignty.
For the Nordic-Baltic region, technological sovereignty should not be
understood as self-sufficiency, but as the ability to maintain strategic
control over critical technologies and infrastructures despite external
dependencies. This includes refaining sufficient domestic and regional
capability to understand, operate, secure, mainfain, and restore systems
that increasingly rely on globally concentrated suppliers of cloud services,
semiconductors, artificial intelligence, telecommunications equipment,
and cybersecurity solutions. Preparedness therefore depends not only
on technological access, but also on preserving the engineering and
institutional capabilities required to exercise independent judgement

and operational continuity under conditions of disruption or geopolitical
pressure (Brookings Institution, 2025; European Commission, 2026;
Baldoni and Di Luna, 2025).

Third, the growing disconnect between regulatory demand and engineering
supply. CER and NIS2 create legal obligations that map directly onto
engineering competency requirements, yet the institutional pathways
connecting regulatory demand to education, training provision, and
workforce planning remain weakly developed (European Commission,
2022). Operators increasingly face binding obligations to demonstrate
resilience and restoration capacity, while the engineering programmes
expected to supply these competencies have not been systematically
redesigned to meet emerging demand (ENISA, 2024).

Fourth, the distinction between STEM falent in general and the specific
engineering competencies that preparedness requires, a distinction
critical fo avoiding the policy mistake of treating aggregate graduate
numbers as a proxy for preparedness capability (Finnish Ministry of
Finance / TEK, 2024). The Nordic region produces substantial numbers
of engineering graduates overall, but the specialist competencies most
critical fo infrastructure resilience, including power systems restoration,
subsea operations, and hardened communications engineering, remain
concentrated within a relatively small number of institutions, programmes,
and firms.



The engineering strengths described above are real. But possessing technical depth
is not the same as being able to deploy it. Most of the infrastructure that needs 1o
keep running, including power, communications, water, and transport, is owned
and operated by private companies (Heinrich Bsll Stiftung, 2023). What they do not
routinely do is test how systems hold up under sustained pressure, plan restoration
at speed, or coordinate response with counterparts in neighbouring countries. The
interface between public authority and private operator is, in most Nordic countries,
still mediated more by informal relationships than by structured coordination
frameworks. That is a social asset, but not an adequate substitute for systematic
governance (NORDEFCO, 2023).

At the regional level, no overarching framework exists for identifying shared
engineering dependencies, coordinating investment, or benchmarking performance
collectively. Each country continues to plan its engineering workforce primarily
according to national priorities and institutional structures (NordForsk, 2025). Since
Russia’s full-scale invasion of Ukraine in 2022, Nordic and Baltic governments have
reached broad agreement on the nature and seriousness of the preparedness
challenges confronting the region (Ringsmose and Rynning, 2023).

This diagnosis is increasingly reflected in Nordic policy developments. In June
2026, the Nordic Ministers for Co-operation agreed to strengthen and better
coordinate Nordic work on societfal security and emergency preparedness, explicitly
recognising that existing efforts remain fragmented across initiatives, sectors, and
governance structures. The ministers called for the development of a more coherent
and strategic Nordic framework capable of strengthening cross-sector coordination,
knowledge sharing, and collective preparedness capacity across the region (Nordic
Council of Ministers, 2026). This recognition reinforces the argument advanced in
this report that the central preparedness challenge is increasingly one of infegration,
mobilisation, and coordination rather than awareness or strategic infent.

The analysis developed throughout this section points toward a broader conclusion.
The Nordic-Baltic region possesses substantial engineering depth across many

of the domains now central to preparedness, including energy systems, secure
communications, digital public infrastructure, offshore operations, industrial
automation, and advanced systems integration. These capabilities were developed
primarily through civilian economic activity, yet they now form part of the operational
infrastructure on which societal resilience increasingly depends.

The central challenge is therefore no longer simply whether these competencies
exist. It is whether they can be coordinated, sustained, and mobilised rapidly under
conditions of prolonged disruption and cross-border pressure. Preparedness
depends not only on technological sophistication or innovation performance, but on
the institutional capacity to translate fragmented engineering assets into operational
capability at regional scale.

Several structural pressures emerge repeatedly across the analysis. Critical
engineering knowledge and specialist competences are increasingly vulnerable
to restructuring, acquisition, and global talent competition. At the same time,
preparedness obligations under frameworks such as CER and NIS2 are expanding
far faster than the workforce systems designed to supply the corresponding
engineering capability.

Across the Nordic region, preparedness-relevant learning opportunities are
distributed across universities, professional associations, technological institutes,
infrastructure operators, defence-related programmes, vendor certifications, and
private training providers. While many high-quality programmes exist, the overall
landscape remains fragmented. Neither governments nor employers possess a
comprehensive overview of preparedness-related learning provision across the
Nordic-Baltic region, and engineers seeking to enter emerging preparedness
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domains often face unclear pathways. This lack of coherence is increasingly
problematic because preparedness capability depends on hybrid competence
profiles that combine engineering, cybersecurity, systems integration, operational
resilience, data analytics, and regulatory understanding. Such profiles frequently
cut across traditional disciplinary and institutional boundaries. Viewed through

an omni-use lens, education systems, lifelong learning institutions, and skills
infelligence infrastructures become part of preparedness infrastructure itself.

The capacity to anticipate emerging capability requirements, translate demand
signals into educational provision, and continuously renew specialised expertise
increasingly constitutes a strategic resilience function. The same mismatch extends
to governance. Highly interconnected infrastructure systems increasingly operate
across national and sectoral boundaries, while workforce planning, professional
recognition, and preparedness governance remain organised primarily through
fragmented national structures.

Taken together, these pressures confirm the report's central argument: the Nordic-
Baltic preparedness challenge is not primarily one of technological capability, but of
operational integration. The region possesses substantial engineering strengths, yet
preparedness ultimately depends on whether these capabilities can be organised,
coordinated, and mobilised across institutional, sectoral, and national boundaries.

The next chapter examines the cooperative frameworks through which the Nordic
and Baltic countries are seeking to achieve that integration.



O5. From
Strategic
Alignment to
Operational
Preparedness

The Nordic-Baltic region possesses
substantial strengths relevant to
preparedness, including advanced
infrastructure, strong engineering
capabilities, digitally mature
public sectors, and high levels of
institutional trust. Yet these assets

remain embedded within nationally
organised systems designed primarily
for peacetime coordination rather than

sustained cross-border disruption.
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This chapter examines the cooperative frameworks through which the Nordic and
Baltic countries seek to overcome that fragmentation. It argues that although the
region has achieved a historically high degree of political alignment and strategic
convergence, the institutional arrangements needed to translate these strengths into
shared operational engineering capacity remain underdeveloped.

51 The Cooperative Architecture: What Exists

What distinguishes the current phase of Nordic and Baltic cooperation from earlier
periods is that preparedness is no longer organised primarily around territorial
defence alone. Increasingly, it is structured around the continuity of civilian

systems whose disruption would rapidly undermine both military and sociefal
functioning simultaneously. This changes the meaning of regional cooperation
itself. The challenge is no longer only interoperability between armed forces. It is
inferoperability between energy systems, felecommunications networks, logistics
infrastructures, digital public services, industrial supply chains, and the engineering
workforces capable of sustaining them under prolonged pressure.

This creates a qualitatively different coordination problem from earlier Nordic
security cooperation. Traditional defence integration could be organised through
ministries of defence, procurement structures, and military planning processes.
Preparedness engineering, by contrast, cuts horizontally across ministries,
regulators, infrastructure operators, universities, labour market institutions, and
private firms. A grid restoration following a major blackout requires simultaneous
coordination between transmission system operators, emergency services, OT
security teams, equipment suppliers, and municipal authorities. The same applies to
subsea cable repair, telecommunications continuity, cloud infrastructure resilience,
and cross-border OT/ICS incident response. Many of these actors have historically
operated with limited strategic coordination outside crisis management contexts
(Boin and Lodge, 2016; European Commission, 2024a).

Recent policy developments suggest growing recognition of this challenge. In

June 2026, the Nordic Ministers for Co-operation agreed to strengthen and better
coordinate Nordic cooperation on societal security and emergency preparedness,
explicitly acknowledging that existing efforts remain fragmented across initiatives,
sectors, and governance arrangements. The ministers called for the development of
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a more coherent and strategic Nordic framework capable of strengthening cross-
sector coordination, knowledge sharing, and collective preparedness capacity
across the region (Nordic Council of Ministers, 2026).

The significance of this development extends beyond preparedness policy itself.

It reflects a broader shift in understanding. The central challenge facing the
Nordic-Baltic region is increasingly not the absence of capability, tfechnological
sophistication, or strategic awareness. The region possesses world-class expertise in
energy systems, felecommunications, cybersecurity, digital infrastructure, advanced
manufacturing, and critical infrastructure operations. The challenge is whether these
capabilities can be mobilised, integrated, and sustained across institutional, sectoral,
and national boundaries when disruption occurs.

Box 5.1 The Baltic Cyber Defence Model:
A Template for Regional Engineering Cooperation

The significance of the Cooperative Cyber Defence Centre of Excellence (CCDCOE)
lies not only in cyber defence. It demonstrates how common competency frameworks,
shared exercises, institutional coordination mechanisms, and cross-border professional
networks can fransform fragmented national capabilities into operational regional
capacity. The challenge facing Nordic-Baltic preparedness is whether similar approaches
can be developed across other preparedness-critical domains including energy systems,
telecommunications, infrastructure resforation, logistics, and operational technology
security.

A Nordic-Baltic preparedness engineering network modelled on this architecture,
covering power systems resilience, critical communications, and OT/ICS security
alongside cyber, would represent a qualitative step toward the shared operational
capacity currently missing. It would also provide the career pathway visibility and
professional recognition that currently makes preparedness-relevant engineering roles
difficult to attract talent into.

Sources: NATO CCDCOE (2024) Locked Shields 2024, Comfort (2007).
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The Nordic-Baltic region is arguably more strategically aligned than at any point
since the Cold War, yet the governance architecture through which preparedness-
relevant engineering capability is developed, coordinated, and mobilised remains
fragmented across national systems designed primarily for peacetime sectoral
administration. The challenge facing Nordic-Baltic cooperation is therefore not only
one of resilience, but increasingly one of operational infegration. Preparedness
depends on whether the region can transform a collection of highly capable national
systems info a more coherent preparedness ecosystem capable of sustaining
continuity, adaptation, and recovery under conditions of prolonged systemic
disruption.

5.2 The Gap Between Frameworks and
Operational Capacity

The cooperative frameworks described above are real and valuable. Frameworks,
however, are not capacity. Three structural reasons explain why existing mechanisms
have not yet generated the operational engineering capability that preparedness
demands.

The deeper issue is not the absence of cooperation. The Nordic and Baltic countries
cooperate extensively. The problem is that cooperation remains disproportionately
oriented toward consultation, alignment, and information exchange rather than
toward the difficult institutional work of building shared operational capability.
Preparedness engineering requires forms of coordination that are considerably
more demanding than political alignment alone. Critically, it also requires the lifelong
learning infrastructure to sustain these capabilities over time, encompassing the
capacity to continuously identify emerging competence needs, develop relevant
provision, and keep specialised expertise current across a workforce that spans
sectors, institutions, and national systems.

Modern preparedness failures rarely emerge from a total absence of capacity.
They emerge when individually capable systems prove unable to coordinate
rapidly enough once cascading disruption begins (Perrow, 1999; Tierney, 2019).
The Iberian blackout of April 2025 illustrated this precisely: no single actor
lacked capability, but the interaction between voltage control failures, reactive
power gaps, and cascading generation disconnections across multiple operators
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produced a result none had modelled or planned for (ENTSO-E Expert Panel,
2026). Infrastructures fail relationally rather than independently. The same applies 1o
preparedness governance.

The Nordic-Baltic region therefore faces a challenge that is fundamentally institutional
as much as technological: whether societies that remain organised primarily through
nationally bounded administrative systems can generate the degree of operational
integration that highly interconnected infrastructure systems now require.

5.3 Preparedness as a Shared Engineering
Capability

The growing interdependence of Nordic and Baltic infrastructure systems
increasingly makes preparedness a regional rather than purely national engineering
challenge. Energy systems, telecommunications networks, subsea infrastructure,
logistics corridors, digital services, and safellite-dependent systems operate

across borders in ways that make disruption difficult to contain within any single
country. The capacity to sustain and restore these systems therefore depends not
only on national preparedness arrangements, but also on the ability to coordinate
engineering expertise across the region.

This creates a strong rationale for closer cooperation in preparedness-relevant
STEM domains. Several of the engineering fields most critical to infrastructure
resilience, including operational technology security, advanced power systems
management, secure communications, offshore infrastructure engineering, and
systems integration, rely on highly specialised expertise that is already scarce across
Europe. Smaller national labour markets may struggle to sustain sufficient depth
independently across all of these domains over time.

The separation between economic policy and security policy becomes progressively
harder to sustain in practice. The engineering domains underpinning infrastructure
resilience such as Al-enabled monitoring, advanced telecommunications, quantum-
secure communications, autonomous systems, satellite situational awareness, resilient
energy systems, are simultaneously growth sectors and preparedness capabilities
(ANE, 2024; Mazzucato, 2021).

The challenge is not simply one of producing more engineers. It increasingly
concerns how specialist expertise can be shared, coordinated, and mobilised
across inferconnected infrastructure systems during periods of disruption. This

has important implications for how engineering capability itself is understood. The
preparedness challenge is often framed as a problem of emergency capacity or
reserve mobilisation. In practice, preparedness increasingly depends on maintaining
deep civilian competence ecosystems during peacetime across universities, firms,
infrastructure operators, and professional communities. Engineering capability
accumulates slowly through operational experience, institutional continuity, and
sustained investment in specialist education and applied research (Nelson, 1993).
The workforce pipelines, institutional networks, and applied research environments
that generate it take decades to build and are not easily reassembled once they have
dispersed. The Nordic-Baltic region possesses important advantages in this respect.
High institutional trust, advanced public sectors, strong engineering traditions,

and relatively dense cooperation between universities, industry, and infrastructure
operators provide foundations that many other European regions lack. Yet these
same systems were largely designed around national labour markets and nationally
bounded policy frameworks. The strategic environment is now demanding a scale of
cross-border engineering coordination for which existing governance arrangements
were not originally constructed.

This places greater importance on cross-border professional mobility, cooperation
between universities and infrastructure operators, shared training environments,
and stronger alignment between preparedness planning and long-term workforce
development.

Professional engineering associations, universities, infrastructure operators, and
regional cooperation frameworks could potentially play a larger role in strengthening
this capability base collectively. More systematic regional cooperation around
specialist training, mutual recognition of qualifications, and workforce intelligence
could help reduce fragmentation while strengthening regional preparedness
capacity over time.



5.4 From Cooperation to Operational Capacity:
Three Preconditions

For Nordic-Baltic cooperation to function as a genuinely shared preparedness
system, closer coordination around engineering capability will increasingly be
necessary. One imporfant step would be a clearer regional overview of where
preparedness-relevant engineering strengths and workforce gaps exist across
the Nordic and Baltic countries, particularly in sectors such as energy systems,
telecommunications, digital infrastructure, logistics, and operational technology.

A second priority concerns practical interoperability. In a prolonged disruption
affecting multiple countries simultaneously, engineers and technical specialists may
need to work across borders far more rapidly than current systems easily allow.
This raises questions concerning qualifications recognition, security clearances,
operational coordination, and the ability to mobilise specialised expertise quickly
when infrastructure systems are under pressure.

Finally, preparedness planning itself may need to integrate workforce capability
more directly into regional cooperation frameworks. Discussions within NORDEFCO
and NATO increasingly address infrastructure resilience and operational continuity,
but engineering workforce development still tends to remain fragmented across
national education systems, sectoral policies, and infrastructure operators. A more
coordinated regional approach could help strengthen long-term preparedness
capacity across the Nordic-Baltic region as a whole.

What ultimately distinguishes operational preparedness from political preparedness
is the capacity to act under conditions where coordination mechanisms

themselves are under pressure. Crisis situations compress decision time, overload
communication systems, generate uncertainty, and frequently blur institutional
mandates. Under such conditions, preparedness depends less on abstract plans
than on whether trusted operational relationships, interoperable professional
cultures, and pre-existing coordination routines already exist across organisations
and borders (Comfort, 2007).

This places engineering professions in a strategically unusual position. Engineers
increasingly function not only as technical specialists but also as institutional
integrators operating across infrastructures, organisations, and jurisdictions

simultaneously. The preparedness challenge is therefore not reducible to technical
education alone. It concerns whether societies can sustain professional ecosystems
capable of operating effectively across technological complexity, institutional
fragmentation, and geopolitical instability as a single operational reality.

From this perspective, preparedness is inseparable from questions of institutional
design. The issue is not simply how fo protect infrastructure. It is whether the
governance arrangements connecting states, markets, universities, and professional
institutions can generate the long-term coordination that highly interconnected
infrastructure systems require.

The challenge is not simply one
of producing more engineers.

It increasingly concerns how
specialist expertise can be shared,
coordinated, and mobilised across
interconnected infrastructure
systemes.



06. Preparedness
engineering
domains

Chapters1to 5 argued that
preparedness in the Nordic-Baltic
region increasingly depends on civilian

engineering capability embedded
across interconnected infrastructure
systems. They also showed that
although the region possesses
substantial engineering depth, the
institutional systems needed to
coordinate and sustain that capability
under prolonged disruption remain
fragmented.
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The focus now shifts from preparedness as a strategic concept fo preparedness

as an operational engineering challenge. lis focus is the competencies required to
sustain, protect, restore, and adapt critical infrastructure systems under conditions of
disruption, hybrid pressure, and technological change.

Modern preparedness failures rarely occur because infrastructure does not exist.
They occur because systems become too interconnected, too complex, or too
dependent on scarce expertise to be restored rapidly once disruption begins. The
limiting factor is therefore increasingly not infrastructure itself, but the availability
of engineers capable of operating across inferconnected physical, digital, and
organisational systems under pressure.

Three broad categories of preparedness engineering are in focus. The first
concerns systems continuity engineering: the competencies required to maintain
and restore critical infrastructure during disruption. The second concerns threat-
adaptive engineering: the competencies required to detect and respond to hostile
interference in real time. The third concerns frontier capability engineering:
emerging domains such as Al-enabled monitoring, autonomous systems, quantum-
secure communications, advanced materials, and space-enabled situational
awareness, where preparedness requirements are evolving faster than workforce
systems can adapt.

Across all three categories, a common pattern emerges. Preparedness increasingly
depends on hybrid engineering profiles combining infrastructure expertise, digital

systems capability, cybersecurity, operational coordination, and the ability to make

decisions under degraded and uncertain conditions.

6.1 Systems Continuity Engineering

The Nordic region’s deepest preparedness engineering competence lies in power
systems. Managing geographically dispersed, weather-dependent generation across
tightly interconnected grids has produced strong capability in power electronics,
grid management, substation protection, and large-scale offshore wind integration
(NATO, 2023; ENTSO-E, 2024). Black-start engineering — the restoration of a

grid after a total blackout without an external power source — represents the most
demanding expression of this domain. Expertise remains concentrated within the
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technical teams of fransmission system operators such as Energinet, Fingrid, Statnett,
and Svenska kraftnat.

Two structural weaknesses stand out. First, black-start expertise is concentrated
within a relatively small number of engineers and specialist contractors whose tacit
operational knowledge is not routinely documented or transferred systematically
(ENTSO-E Expert Panel, 2026). Second, utility management systems increasingly
depend on engineers who can combine power systems expertise with
understanding of cybersecurity risks embedded in digital control architectures.
Existing educational pathways do not yet produce this hybrid profile at sufficient
scale (ENISA, 2024).

Box 6.1: Engineers in the Dark: The Black-Start Challenge

The 28 April 2025 Iberian blackout, the most severe power system collapse in Europe
in more than two decades, demonstrated the growing complexity of restoring highly
inferconnected electricity systems under crisis conditions. ENTSO-E’s final report
concluded that the blackout resulted from interacting factors including oscillations,
voltage-control weaknesses, and cascading generation disconnections that existing
operational arrangements were not designed to manage effectively.

The incident also highlighted the strategic importance of highly specialised grid

restoration and black-start expertise. Large-scale restoration depends on a relatively small
pool of engineers capable of coordinating transmission operations, voltage control,
and cross-border recovery under extreme conditions. As European electricity systems
become more tightly coupled and technically complex, preserving and transferring this
operational expertise is becoming an increasingly important preparedness challenge.

Sources: European Network of Transmission System Operators for Electricity (ENTSO-E)
(2026) Final Report on the Grid Incident in Spain and Portugal on 28 April 2025.
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6.2 Operational Technology and Industrial
Control Systems Security

Operational technology and industrial control systems security illustrates a widening
mismatch between infrastructure exposure and defensive capability. As industrial
systems become increasingly connected 1o cloud and IT environments, critical
infrastructure in energy, water, fransport, and manufacturing is exposed to cyber
threats capable of generating physical disruption.

The workforce shortage is substantial. ENISA's NIS Investments 2024 report found
that more than three-quarters of organisations struggle fo recruit cybersecurity
professionals, with OT-specific expertise among the scarcest capability areas
(ENISA, 2024). The problem is not only quantitative but also technical. Much critical
infrastructure still relies on legacy control systems designed before networked
integration became standard. Securing these systems requires engineers who
understand both industrial processes and cybersecurity, a combination few
educational programmes currently produce systematically.

A further weakness concerns incident response. NIS2 reporting requirements
assume operators possess engineering tfeams capable of diagnosing aftacks,
isolating faults, and restoring operations while physical systems remain live. In
practice, many organisations lack this depth of operational expertise. (European
Commission, 2022).
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Box 6.2 Estonia’s CCDCOE: A Model for Regional Capability Development

The NATO Cooperative Cyber Defence Centre of Excellence (CCDOE) in Tallinn
demonstrates that a small national engineering workforce can achieve disproportionate
regional influence through deliberate institutional investment in a specialist domain.

lts Locked Shields exercises explicitly fest the integrated engineering and operational
competency that operational technology security demands, combining legal,
technical, and operational dimensions in ways that reflect the cross-disciplinary profile
preparedness engineering increasingly requires (NATO CCDCOE, 2024).

The CCDCOE model is directly relevant to the governance gap identified in previous
parts of the report. It shows that shared operational capacity can be built incrementally
through exercise infrastructure, competency standardisation, and institutionalised
knowledge sharing, without requiring the prior establishment of a unified regional
authority.

Sources: NATO CCDCOE (2024) Locked Shields 2024.

6.3 Telecommunications, Subsea
Infrastructure, and Satellite Engineering

Finland’s Nokia and Sweden’s Ericsson remain central to Europe’s mobile network
infrastructure capability. The engineering ecosystems built around these firms
constitute a preparedness asset of strategic importance. Commercial restructuring
therefore carries implications extending beyond employment alone. Nokia reduced
its workforce from approximately 103,000 employees in 2018 to around 74,100
by end-2025, while Ericsson eliminated close to 17,000 positions after 2022
(Nokia, 2025; Ericsson, 2026). Competence in radio-frequency engineering,
network architecture, telecommunications software systems, and large-scale network
integration cannot easily be replaced within short timeframes.

The preparedness significance of these capabilities extends beyond
telecommunications markets themselves. Secure communications, satellite
connectivity, subsea cables, cloud infrastructure, and digital public services

06 Preparedness engineering domains

increasingly depend on engineers capable of maintaining operational

continuity under adversarial conditions. As infrastructure systems become more
inferconnected, telecommunications engineering also becomes more operationally
infegrated with cybersecurity, space-based services, and critical infrastructure
restoration.

A further vulnerability concerns repair and restoration capability. Subsea cable
systems and communications interconnectors depend on highly specialised
engineering crews, limited repair vessels, and complex cross-border coordination
arrangements. The bottleneck is often not technical feasibility, but the availability of
restoration capacity at sufficient scale during prolonged disruption.

Box 6.3: Ukraine's Infrastructure Engineers: Operational Lessons

Ukraine’s experience since 2022 demonstrates that telecommunications resilience
depends not only on technical architecture, but also on engineering workforce
capability under crisis conditions. Ukrainian engineers maintained digital government
services and communications continuity through distributed network architectures,
rapid rerouting, emergency satellite connectivity, and continuous infrastructure repair
under active attack conditions.

For the Nordic-Baltic region, the lesson is that telecommunications resilience

under adversarial conditions requires not only the technical architecture that makes
distributed operation possible, but a workforce culture that enables engineers to act
with operational authority and speed. Building that workforce culture in peacetime,
through exercises and structured response protocols, is a preparedness investment of
the same order as procuring hardware or upgrading infrastructures.

Sources: NATO (2023) Civil Preparedness; ENISA (2024) NIS Investments 2024.
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6.4 Civil and Structural Resilience Engineering

During the Cold War, Finland and Sweden embedded preparedness considerations
directly into civil engineering standards for public infrastructure and buildings.
Much of this capability weakened after 1989. Sweden’s Defence Commission concluded
in 2023 that the country’s civil defence system was not designed fo manage armed
aftack, reflecting decades of institutional dismantlement (Férsvarsdepartementet, 2023).
Finland remains the principal regional exception, having maintained significant continuity
in shelter engineering and civil defence planning.

A second weakness concerns assessment and retrofitting capacity for existing
infrastructure. Much critical infrastructure was designed for a different threat
environment. CER obligations increasingly require engineers capable of evaluating
infrastructure resilience under contemporary hybrid and military risk conditions, yet
professional standards and training systems have not fully adapted.

Civil and structural engineering therefore functions as a foundational preparedness
capability. Restoring power systems or communications networks is of limited value if
the physical infrastructure supporting those systems cannot withstand disruption.

6.5 Logistics and Supply-Chain Continuity
€ngineering

The Nordic region possesses substantial logistics capability developed through
different national pathways: Norway’s offshore supply-chain management, Denmark’s
globally integrated logistics ecosystems around Maersk and DSV, and Finland’s Total
Defence model linking commercial logistics to preparedness planning.

The difficulty lies in translating commercial logistics optimisation info preparedness
capability. Commercial supply chains prioritise efficiency under normal operating
conditions. Preparedness logistics requires maintaining operational continuity under
disruption, rapidly rerouting supply flows, and sustaining minimum viable function in
degraded environments.

In many areas, the underlying engineering expertise exists somewhere within the
Nordic ecosystem, but it was developed primarily for commercial rather than
adversarial operating conditions.

6.6 Threat-Adaptive Engineering

The competency domains examined in Section 5.1 focused primarily on confinuity:
maintaining infrastructure and essential services during disruption. The domains
examined here involve a different challenge. They concern systems that must detect,
inferpret, and respond fo hostile interference while it is happening.

This distinction matters because modern infrastructure is no longer exposed only
to accidental failure or natural disruption. Energy systems, telecommunications
networks, industrial control systems, and transport infrastructure increasingly
operate in environments where cyber intrusion, data manipulation, sabotage,
and coordinated hybrid attacks are persistent risks rather than exceptional events.
Preparedness therefore requires engineering systems that can adapt dynamically
under adversarial conditions rather than simply continue operating during stress.

6.7 RAI-Enabled Infrastructure Monitoring

Critical infrastructure has become an increasingly important target in hybrid conflict.
Many operational environments rely on supervisory control and data acquisition
systems that remotely manage electricity grids, fransport systems, industrial
production, and communications infrastructure. Manipulation of these systems can
generate cascading failures across multiple sectors simultaneously.

Al-enabled monitoring changes how infrastructure is protected. Traditional
monitoring systems rely heavily on predefined thresholds and rule-based alarms.
Machine learning systems can instead analyse large volumes of operational data
continuously and identify anomalous patterns before failures escalate.

This creates demand for hybrid engineering profiles combining signal processing,
embedded systems engineering, cybersecurity, machine learning operations, and
detailed understanding of physical infrastructure systems.



Box 6.4: Finland: Fingrid and Al-Augmented Grid Security

Fingrid operates Finland’s national transmission grid, which has acquired growing
strategic importance following Russia’s full-scale invasion of Ukraine and Finland's

NATO accession. Across the Finnish energy sector, investments in cybersecurity, digital
resilience, and operational technology monitoring have accelerated, including growing
inferest in Al-assisted anomaly detection for critical infrastructure systems.

The competency profile required increasingly combines power systems engineering,
data analytics, and operational technology cybersecurity expertise — a combination
widely recognised as difficult fo recruit across Europe’s critical infrastructure sectors.
Finnish universities, including Aalto University, have correspondingly expanded provision

in cybersecurity, resilient energy systems, and secure digital infrastructure. The Finnish
case illustrates how preparedness increasingly depends on closer coordination between
infrastructure operators, governments, and universities in developing hybrid engineering
competencies for resilient infrastructure operation under conditions of heightened
geopolitical risk.

Sources: Finnish Government (2024) Finland's Cyber Security Strategy 2024—2035.
Helsinki: Prime Minister’s Office. Fingrid — The Finnish Transmission System,; Aalto
University Cybersecurity Programmes ; Finland increases cybersecurity spending in
response fo Al-enabled threats (C4ISRNET, 2024).

6.8 Autonomous Systems and Counter-Drone
Technologies
Autonomous systems and counter-drone technologies represent one of the fastest-

moving preparedness capability domains. Ukraine’s rapid expansion of drone
production demonstrated that relatively low-cost autonomous platforms can now

perform reconnaissance, electronic warfare, and precision operations af large scale.

Drone incursions across Nordic airspace in 2025 further reinforced the urgency of
European counter-UAS capability development (counter-unmanned aerial systems,
commonly known as drone defence).
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The required engineering competencies fall info two interconnected areas. The first
concerns autonomous systems themselves: control systems, sensor fusion, computer
vision, swarm coordination, and resilient operation under jamming conditions. The
second concerns counter-drone capability: radar engineering, radio-frequency
management, electronic warfare, and directed-energy systems.

The central difficulty is that threat evolution now moves faster than conventional
curriculum development cycles.

Box 6.5: Sweden and Estonia: Two Models of Counter-Drone and
Autonomous Systems Development

Sweden’s Loke counter-UAS system illustrates rapid defence capability development

in response to evolving drone threats. Developed by Saab using modular integration
of radar, electronic warfare, and remote weapon technologies, the system received a
procurement order from the Swedish Defence Materiel Adminisiration in 2026, with

deliveries planned for 2027—2028.

Estonia represents a different model. Milrem Robotics has become one of Europe’s
leading developers of unmanned ground systems, demonstrating how small states
can build preparedness-relevant capability through specialised robotics and autonomy
firms with strong infernational linkages.

Together, the two cases illusirate a broader workforce challenge: autonomous systems

and counter-drone technologies evolve faster than traditional curriculum cycles.
Preparedness therefore increasingly depends on rapid fechnical education models
and sfronger links between civilian engineering ecosystems and defence capability
development.

Sources: Saab (2025) ‘The “Loke” counter-drone concept debuts in NATO mission),
Saab Newsroom, 29 September. Saab (2026) ‘Saab receives order for counter-
unmanned aerial system from Sweden’, Saab Newsroom, 2 April. Milrem Robotics

(2024) About us’

Estonian Embassy in Kyiv (2024) ‘Estonian company Milrem Robotics partners with the
Ukrainian Defence Industry fo forge next-generation robotic systems, 7 February.
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https://www.fingrid.fi/en/grid/?utm_source=chatgpt.com
https://www.aalto.fi/en/study-options/cybersecurity-and-assurance-cybersure-erasmus-mundus-master-of-science-technology?utm_source=chatgpt.com
https://www.aalto.fi/en/study-options/cybersecurity-and-assurance-cybersure-erasmus-mundus-master-of-science-technology?utm_source=chatgpt.com
https://www.c4isrnet.com/cyber/2024/03/26/finland-to-host-nato-tech-centers-revamp-cybersecurity-strategy/?utm_source=chatgpt.com
https://www.c4isrnet.com/cyber/2024/03/26/finland-to-host-nato-tech-centers-revamp-cybersecurity-strategy/?utm_source=chatgpt.com

O7. Frontier
Preparedness
€Engineering
and Emerging
Competency

Needs

The domains examined in this section
operate at the leading edge of the
preparedness engineering frontier.

07 Frontier Preparedness Engineering and Emerging Competency Needs

They share three structural features: the underlying technologies are developing
faster than educational and institutional systems can track; the competency profiles
they require are genuinely novel and not yet defined within established engineering
disciplines; and the commercial demand for the same talent is intense, creating
recruitment and retention challenges that public and defence sector employers are
poorly positioned to meet.

71 Quantum-Secure Commmunications

Quantum-secure communications may become one of the most demanding
preparedness capability challenges of the coming decade because it requires
replacing encryption systems embedded across crifical infrastructure while the
supply of specialised expertise remains exiremely limited.

Quantum computing could eventually weaken the encryption systems currently
profecting government communications, financial transactions, telecommunications
infrastructure, and energy systems. As a result, governments and infrastructure
operators increasingly face the task of transitioning toward quantum-resistant
encryption architectures and quantum-based secure communications technologies.

This is not a conventional software fransition. It affects highly interconnected
infrastructure ecosystems across multiple sectors simultaneously and requires
expertise spanning cybersecurity, telecommunications engineering, photonics,
embedded systems, and quantum physics.

The workforce pipeline remains narrow. Quantum information science programmes
exist across the Nordic region, but graduate output remains limited relative to
projected demand.

(NordForsk, 2025).
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Box 7.1: Sweden and Denmark: Complementary Quantum Strategies

Sweden’s Wallenberg Centre for Quantum Technology (WACQT), coordinated by
Chalmers University of Technology, is among Europe's largest national quantum initiatives

and includes the development of superconducting quantum hardware within Sweden
itself (WACQT, 2024).

Denmark has pursued a complementary strategy focused on ecosystem development
and capital mobilisation. In October 2025, the Copenhagen based 55 North quantum
fund announced a €300 million fund backed by EIFO and Novo Holdings, signalling a
major long-ferm commitment to quantum commercialisation and scaling (Novo Holdings,
2025).

Together, the Swedish and Danish approaches illustrate complementary models of
quantum capability development. The longerterm challenge is whether these investments
can be translated into a sufficiently deep Nordic workforce pipeline in quantum
engineering and systems integration.

Sources: Wallenberg Centre for Quantum Technology (WACQT) (2024) WACQT:
Wallenberg Centre for Quantum Technology. Gothenburg: Chalmers University of
Technology. Available at: WACQYT official site; Novo Holdings (2025) Novo Holdings
acts as cornerstone investor in 55 North, the world'’s largest dedicated quantum fund.
Copenhagen: Novo Holdings, 2 October.

Export and Investment Fund of Denmark (EIFO) (2025) Danmark lancerer verdens
starste kvantefond. Copenhagen: EIFO, 2 October.

7.2 Advanced Materials and Rapid
Infrastructure Repair

Preparedness increasingly depends not only on protecting infrastructure, but also
on restoring it rapidly after damage. This creates growing strategic importance for
advanced materials and repair engineering.

This domain integrates materials science, additive manufacturing, and structural
engineering. Advanced materials relevant to preparedness include ultra-high-
performance concrete for hardened shelters, self-healing polymers and composites
for infrastructure components, and thermally stable electronic encapsulants

for sensitive field-deployed components. Field-deployable metal 3D printers
capable of producing replacement mechanical components have been piloted

in Nordic defence logistics contexts, substantially reducing lead times for critical
spares. Relevant capabilities include hardened construction materials, self-healing
composites, additive manufacturing, and field-deployable repair technologies
capable of reducing restoration time during infrastructure disruption. In highly
interconnected infrastructure systems, prolonged outages can generate cascading
effects across energy, transport, communications, and industrial operations. The
speed with which damaged systems can be stabilised and returned to minimum
functional capacity therefore becomes a critical operational factor.

Advanced materials and repair engineering remain comparatively underdeveloped
within preparedness planning despite their growing importance for infrastructure
continuity under prolonged disruption.
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https://www.chalmers.se/en/centres/wacqt/?utm_source=chatgpt.com

Box 7.2: Norway: SINTEF and Research in Materials Resilience

Norway's SINTEF has developed substantial capability in materials resilience, structural
infegrity monitoring, and infrastructure repair technologies through sustained
engagement with offshore energy systems in remote and harsh environments (SINTEF,
2024). lts 5G COMPAD project explores how civilian 5G technologies can be adopted
in defence and peacekeeping operations, a direct expression of the omni-use logic.

Norway's April 2024 Long-Term Defence Plan commits an additional NOK 600 billion
over twelve years, creating sustained procurement demand for the materials and repair

capabilities in which SINTEF specialises (Norwegian Ministry of Defence, 2024).

The challenge is translating that procurement demand into a workforce pipeline:
advanced materials engineering is a small-scale discipline in all Nordic countries, and
current graduate output is insufficient to meet the demand that defence procurement
investment will generate.

Sources: SINTEF (2024); Norwegian Ministry of Defence (2024) Long-Term Defence Plan.

7.3 Space-Enabled Situational Awareness
and Positioning Resilience
Space-based assets have become foundational infrastructure for both civilian and

defence operations across the Nordic-Baltic region. The region has become a
primary documented zone of GNSS disruption: Finnish, Estonian, and Lithuanian

aviation authorities have issued repeated warnings since 2022, and the Infernational
Civil Aviation Organisation has registered the Baltic and Barents regions among the

most GPS-degraded environments globally (ICAQ, 2024).

An additional layer of engineering capability is now required: space domain
awareness, meaning the ability fo monitor, understand, and respond fo threats and
disruptions in space-based systems. The Nordic commercial space ecosystem, led

by Finland's ICEYE (which operates the world’s largest commercial synthetic aperture

radar satellite constellation) alongside Kongsberg Satellite Services and OHB
Sweden, provides strategically significant engineering and operational expertise
(ICEYE, 2024; Kongsberg Satellite Services, 2024; OHB Sweden, 2024).
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7.4 System-of-Systems Modelling and
Resilience Analytics

The competency domains examined in Sections 6.1 to 6.3 share a siructural

feature: none operates in isolation. Understanding how their inferdependencies
behave under stress, and designing institutions and systems that maintain essential
functions when components fail, requires a distinct meta-competency: system-of-
systems modelling and resilience analyfics. Engineers working in this domain require
hybrid competencies combining quantitative modelling, cyber-physical systems
understanding, infrastructure operations, and the ability fo translate technical risk
info decision-relevant insights for policymakers, operators, and crisis-management
authorities. Elements of this capability already exist across Nordic engineering
education and research in fields such as energy systems modelling, Arctic
infrastructure engineering, cyber-physical systems, and risk analysis. However, these
competencies remain fragmented across disciplines and institutional environments
and are rarely organised as a dedicated preparedness-oriented engineering
specialisation.

This gap has important operational implications. System-of-systems modelling
makes it possible to identify which dependencies, competencies, and infrastructure
functions become the critical bottlenecks under crisis conditions. Without that
capability, preparedness planning risks overlooking the interconnections most likely
to determine whether disruption can be contained, coordinated, and recovered
from effectively.
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Box 7.3: Modelling Infrastructure Interdependence Under Crisis

Research environments at the Technical University of Denmark examine how failures
cascade across interconnected infrastructure systems, bringing together expertise from
electrical engineering, computer science, economics, and security studies to model
recovery dynamics under conditions of disruption. Broader European infrastructure
resilience analyses similarly show that failures in energy, communications, transport, and
digital systems rarely remain isolated, but instead propagate through tightly coupled
dependencies that complicate restoration efforts

The key implication for workforce planning is that recovery capacity depends not only

on physical assets or financial resources, but on the availability of engineers capable of
coordinating multiple interdependent repair processes simultaneously. In this context,
system-of-systems modelling is not simply an academic exercise. It provides a practical
basis for identifying which engineering competencies are most likely o become
operational bottlenecks during crisis response and recovery.

Sources: Technical University of Denmark research centres on cyber-physical energy
systems and infrastructure resilience. ; ENTSO-E Expert Panel (2026).
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Table 7.1: Cross-Domain Preparedness Engineering Profiles

Preparedness Engineering
Profile

OT/ICS Security Engineer

Core Engineering Domains

Industrial control systems
+ SCADA
* Operational technology

*+ Automation engineering

Cross-Domain Competencies

* Cybersecurity

Incident response
Risk management
NIS2/CER compliance

07 Frontier Preparedness Engineering and Emerging Competency Needs

Why they are Critical for
Preparedness

Protects and restores critical infrastructure
where cyber incidents cause physical
disruption

Key Workforce Challenge

Shortage of engineers combining industrial
systems expertise with cybersecurity
capability

Black-Start and Grid
Restoration Specialist

Power systems engineering
+ Transmission operations
* Grid control

Power electronics

* Crisis decision-making

Systems coordination
Infrastructure restoration

Emergency operations

Enables recovery of electricity systems
following major outages and cascading failures

Expertise concentrated among a small
and ageing cohort with significant tacit
knowledge at risk

Resilience-Capable Civil and
Structural Engineer

Structural engineering
* Transportation infrastructure
* Water systems

+ Construction engineering

Risk assessment
Resilience design

Critical infrastructure protection

* Adaptation planning

Designs and upgrades infrastructure to
withstand disruption, sabotage, and exireme
events

Preparedness-oriented resilience
competencies remain weakly
institutionalised in engineering education

Crisis Logistics and
Infrastructure Continuity
Engineer

* Supply-chain engineering
* Transport systems
Logistics networks

Infrastructure operations

Scenario planning

+ Continuity management

Emergency logistics

* Cross-sector coordination

Maintains critical flows of energy, equipment,
materials and services during sustained
disruption

Commercial logistics optimisation does not
automatically translate into preparedness
capability

Al-Enabled Infrastructure
Systems Engineer

Data engineering
Infrastructure operations
* Automation

Systems engineering

Machine learning

* Anomaly detection

* Cybersecurity

*+ OT integration

Supports predictive monitoring, early warning,
and adaptive infrastructure management under
stress

Hybrid Al-infrastructure profiles are
emerging faster than education and training
systems can supply

Quantum-Secure
Communications Engineer

* Telecommunications
Networking

* Cryptography
Embedded systems

* Quantum technologies

* Cybersecurity

Systems infegration

* Secure communications

Supports fransition towards quantum-resistant
infrastructure and secure communications
architectures

Extremely limited talent pipeline with strong
competition from commercial technology
sectors
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7.5 The Hybrid Competence Challenge:
What Cuts Across ALl Domains

Across all competency domains examined in this chapter, a structural feature
recurs: preparedness engineering demands deep domain knowledge combined
with one or more adjacent fields that standard engineering education does not
produce systematically. Cybersecurity, systems engineering, operational logistics,
and scenario analysis each appear repeatedly as essential complements to domain
expertise. Six cross-domain profiles stand out as particularly critical and scarce.

The OT/ICS security engineer who bridges industrial control systems and
cybersecurity.

The black-start and grid restoration specialist who combines power systems
expertise with operational authority under pressure.

The resilience-capable civil and structural engineer who designs in
accordance with contemporary threat standards.

The crisis logistics engineer who sustains minimum viable supply chains
under degraded conditions.

The Al-infrastructure infegration specialist who deploys machine learning
within operational constraints.

The quantum-secure communications engineer who manages the transition
from current encryption architectures.

These profiles do not map cleanly onto a single existing discipline, and each is in
critically short supply relative to CER and NIS2 compliance requirements (European
Commission, 2022; ENISA, 2024).

The preparedness domains and profiles identified in this report should be
understood as indicators of emerging capability needs rather than blueprints

for initial engineering education. These capabilities may be embodied in highly
specialised individuals or distributed across multidisciplinary teams. What matters is
the ability to combine specialist expertise, systems understanding, and operational
coordination effectively under conditions of disruption.

A further dimension cuts across all profiles: tacit knowledge. Black-start engineering,
hardened civil design, and subsea cable repair are embedded primarily in
practitioner experience rather than in documented standards alone, and in several
sub-domains the majority of experienced engineers are within ten fo fifteen years of
retirement (ENTSO-E Expert Panel, 2026).

The technologies, infrastructures, and regulatory frameworks shaping preparedness
are evolving rapidly, while the growing convergence of digital, physical, and
security domains makes future competency requirements increasingly difficult to
anticipate. Initial engineering education must therefore provide strong scientific,
technical, and systems foundations that enable engineers to adapt and build new
expertise throughout their working lives.

At the same time, preparedness increasingly depends on responsive lifelong
learning systems capable of evolving alongside changing technologies and
capability needs. Microcredentials can form a critical component of such systems by
creating greater coherence between structured education and work-based learning,
while offering flexible pathways through which engineers can acquire highly
specialised competencies as requirements evolve. They can also help make acquired
skills more visible, portable, and responsive to emerging labour market demand.

What matters is the ability to
combine specialist expertise,
systems understanding, and
operational coordination effectively
under conditions of disruption.



Box 7.4: What the Region Has Built: Education and Training
for Preparedness Engineering

Dedicated provision for preparedness engineering exists across the Nordic region, but
the picture is uneven. The most developed offer concentrates heavily on cybersecurity:
Aalborg University’s 120 ECTS MSc in Cyber Security, Aalto University’s Secure Systems
track, and Finland’s JAMK/|YVSECTEC applied OT security laboratory constitute a
meaningful regional base (Aalborg University, 2024; Aalto University, 2024). Estonia’s
CCDCOE and its Locked Shields exercises extend that base into live operational
practice.

Provision for several other preparedness-critical engineering profiles nevertheless
remains comparatively limited and fragmented across Nordic higher education.
Institutions such as Norwegian University of Science and Technology, Aalto University,
and University of Oulu do provide relevant feaching and research in areas including
power-system operation and restoration, resilient energy systems, transport and
infrastructure resilience, and supply-chain continuity. However, dedicated educational
pathways explicitly focused on black-start and grid restoration engineering, hardened
civil infrastructure for crisis conditions, or integrated crisis logistics engineering
remain relatively thin and dispersed across courses, laboratories, and research groups
rather than institutionalised as major standalone competency tracks. This is particularly
significant because these domains depend heavily on operational expertise that is
ageing rapidly and often insufficiently codified within formal education systems.

Sources: University web pages; ENISA (2024).

08. Engineering
Workforce
Constraints and
Preparedness
Capacity

Chapter 6 and Chapter 7 mapped the
current operational and emerging
frontier engineering competencies
on which preparedness increasingly
depends, spanning systems
continuity, threat-adaptive capability,
and emerging domains such as AI-
enabled infrastructure monitoring,
autonomous systems, quantum-
secure communications, and
resilience analytics.



It also showed that these competencies are not being produced, coordinated, or
renewed at sufficient scale through existing educational, workforce, and institutional
systems. This chapter examines the workforce constraints underlying that gap. Its
central argument is that the preparedness challenge facing the Nordic-Baltic region
is no longer primarily one of technological awareness or strategic recognition, but
of engineering workforce depth, institutional coordination, and long-term upskilling
and reskilling strategies.

8.1 The Structural Workforce Constraint

The workforce gap facing the Nordic-Baltic region is not a single problem. It is

the compound effect of three structural constraints operating simultaneously. The
first is demographic: the engineering workforce most relevant to preparedness is
ageing faster than successor cohorts are being formed. The second is distributional:
specialised competencies are concentrated in a small number of institutions, firms,
and national contexfs, a challenge that aggregate workforce statistics obscure.

The third is competitive: sectors and employers best positioned to aftract
preparedness-relevant engineers are systematically outbid by commercial technology
and energy employers on compensation, career progression, and working
conditions.

These constraints are examined in turn in the following sections.

8.2 The Demographic Constraint: Retirement,
Succession, and Tacit Knowledge Loss

The Nordic countries share a demographic profile combining ageing working-

age populations with high but insufficient rates of engineering education (Finnish
Ministry of Finance / TEK, 2024). Power grid operators, felecommunications
network engineers, water system managers, and defence procurement specialists
recruited in the 1990s are approaching retirement over the 2025 to 2035 period.

In several preparedness-critical sub-domains, including black-start engineering,
quantum hardware integration, and subsea cable repair, the practitioner generation
is within ten fo fifteen years of retirement and no adequate successor cohort is yet in
formation (ENTSO-E Expert Panel, 2026; NordForsk, 2025).

The quantitative dimension is substantial. TEK's labour market surveys indicate that
78 per cent of Finnish companies reported a shortage of skilled workers in 2023
(Finnish Ministry of Finance / TEK, 2024). Grid Dynamics estimates a deficit of
approximately 10,000 engineers in technology-intensive fields in Norway, including
a projected shortfall of over 4,000 cyber security experts (Grid Dynamics, 2025).
The Scalers projects a shortage of tens of thousands of software and systems
engineers in Sweden within this decade (Scalers, 2024). The Baltic states face
additional demographic pressure through net emigration of skilled workers since EU
accession. ENISA's NIS Investments 2024 report estimates an EU-wide cybersecurity
workforce shortage of approximately 300,000 professionals in 2024 (ENISA,
2024); 1SC2's 2024 Cybersecurity Workforce Study estimates the European gap at
approximately 424,000 (ISC2, 2024). Net Group's 2026 analysis finds that Estonia
alone must expand its cybersecurity workforce by approximately 86 per cent within
five years (Net Group, 2026).

The qualitative dimension is equally significant. Several preparedness-critical
domains depend on highly specialised expertise concentrated within relatively
small professional communities. As experienced engineers retire, the challenge is
not simply replacement but ensuring continuity in capabilities that require years of
operational practice to develop.

Al generated image



Box 8.1: Finland's Engineering Workforce Pressures: Key Indicators

TEK's 2024 labour market survey found that the technology sector is characterised by
acute shortages in specialised sub-fields (Finnish Ministry of Finance / TEK, 2024). Only
3 per cent of infernational fechnology workers in Finland reported they always or almost
always felt equal fo native Finnish job applicants in recruitment, while 14 % pointed 1o
mostly feeling equals. For foreign tech professionals employed in Finnish companies
16% always or almost felt equal, while 36% reported they mostly felt equal.

These figures point to structural integration challenges with direct implications for
workforce adequacy. This is particularly significant in the Finnish context, where

demographic constraints and a relatively small domestic labour pool increase
dependence on attracting and refaining international engineering talent. Finland’s
comprehensive security model and the coordination architecture of the National
Emergency Supply Agency provide important institutional resilience mechanisms,
but they do not resolve the underlying engineering supply challenge if barriers to
infernational recruitment and retention persist.

Sources: Finnish Ministry of Finance / TEK (2025) International Technology Experts.
P 14. Figure 7.
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8.3 The Distributional Constraint:
Concentration, Fragility, and the Illusion of
Aggregate Adequacy

Aggregate workforce statistics consistently overstate preparedness-relevant
engineering capacity because they obscure the distributional concentration of
critical competencies. The Nordic-Baltic region produces substantial numbers
of engineering graduates each year, but the sub-specialisations most critical to
preparedness are produced in much smaller numbers and are concentrated in
a limited number of institutions, firms, and national contexts (Finnish Ministry of
Finance / TEK, 2024; ENISA, 2024).

Three capacity constraints stand out:

1. First, institutional concentration: the engineering competencies most
relevant to preparedness are housed in a small number of firms and public
institutions whose restructuring, acquisition, or budget reduction can
eliminate regional capability rapidly and without policy visibility. The Nokia
and Ericsson workforce reductions previously discussed illustrate this risk:
these are not simply commercial employment adjustments but structural
reductions in a regional preparedness asset (Nokia, 2025; Ericsson, 2026).

2. Second, Finland’s whole-of-society model, Estonia’s cyber defence
ecosystem, and Norway's offshore engineering base each constitute highly
concentrated national capability clusters that are strategically significant for
the wider region yet remain only partially embedded within cross-border
mechanisms for capability sharing, redundancy, and operational continuity.

3. Third, generational concentration: much of the region’s most operationally
experienced expertise is concentrated within a single retiring generation,
creating succession pressures in domains where replacement capacity is
developing more slowly than workforce demand. Preparedness planning
requires disaggregated competency mapping at the level of specific roles
and sub-specialisations, not sector-level headcount projections.
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The sectors competing for Nordic engineering talent are growing rapidly and
offering conditions that preparedness-relevant public and defence employers find
difficult to match. Major technology companies, including cloud providers, Al
research laboratories, and semiconductor firms, have expanded substantially in the

Nordic region, recruiting from precisely the talent pool that preparedness planners

depend on (Saab AB, 2024). The renewable energy transition represents a second

major demand driver: Nordic offshore wind investment will exceed 18 billion euros

between 2024 and 2030, requiring large numbers of electrical, mechanical, and
systems engineers whose skills overlap substantially with those needed for critical
infrastructure protection.

This creates a structural labour market imbalance. The same engineers needed
for preparedness-critical infrastructure are also heavily demanded by commercial
technology sectors, particularly in Al, cybersecurity, digital infrastructure, and

advanced energy systems, where compensation levels are often substantially higher.

Box 8.2: Sweden's Saab and the Defence-Commercial Talent Competition

Saab recruited 2,913 new employees in 2024, representing a 13 per cent year-on-
year increase, and employed approximately 25,000 people globally by the end of the
year. The company has aftempted to strengthen recruitment and retention through a
combination of mission-oriented organisational culture, hybrid working arrangements,
and long-term incentive programmes that incorporate sustainability and diversity
objectives, including fargets related to gender balance. The case illustrates a broader
structural challenge facing the Nordic defence and preparedness sector: competition

for advanced engineering tfalent increasingly occurs within a labour market shaped by
global technology firms with substantially greater compensation capacity. Non-monetary
factors can partially offset this imbalance, but they are unlikely to resolve it fully without
wider policy interventions, including defence engineering scholarships, public sector
compensation reform, and structured public-private talent mobility arrangements.

Source: Saab AB (2025) Annual and Sustainability Report 2024. Stockholm: Saab AB,
pp. 66—68.
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Public sector and defence employers can partly offset lower compensation through
mission-driven work, job security, and flexible working arrangements, as the Saab
case above illustrates.

A further challenge concerns the growing overlap between preparedness and
green transition workforce demands. The engineers needed for offshore wind,
grid modernisation, and energy storage are often the same engineers required
for preparedness-critical infrastructure, particularly in power systems, digital
infrastructure, and systems integration. Treating these as competing demands

for a fixed talent pool is therefore both analytically misleading and strategically
counterproductive. The omni-use framing developed in Chapter 2 points instead
toward integrated workforce strategies. This includes curriculum reform and
engineering education investments designed to produce competency profiles that
support both climate transition and preparedness objectives simultaneously, as
institutions such as the Technical University of Denmark and Norwegian University of
Science and Technology have begun to explore.

Box 8.3: Engineering the Energy Transition and Preparedness
Simultaneously

The Technical University of Denmark and the Norwegian University of Science and
Technology have both expanded research and educational activities in areas such as
resilient energy systems, smart grids, digifal infrastructure, systems integration, and
energy security. While these initiatives are primarily linked to the green and digital
transition, they also contribute to competency profiles relevant for preparedness and
critical infrastructure resilience.

Sources: DTU Wind and Energy Systems ; DTU Power and Energy Systems.

NTNU Energy Transition Initiative; NTNU Resilient and Integrated Energy Systems.
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Technological strength does not convert automatically into preparedness capacity.
The Nordic region’s engineering base in energy systems, telecommunications,
digital infrastructure, advanced manufacturing, and Al-enabled industrial systems

is substantial — but the competencies embedded in that base were developed
primarily for commercial operating conditions, and the institutions that govern them
are not designed to mobilise them under disruption.

Three structural misalignments account for this gap. Engineering expertise is
concentrated in globally oriented firms whose investment priorities and workforce
allocation models follow commercial rather than resilience logic. Specialised talent
flows toward sectors offering higher compensation and faster innovation cycles,
even where preparedness systems depend on identical competencies. At the same
time, preparedness-related demand signals generated through CER, NIS2, NATO
resilience requirements, and national preparedness strategies rarely translate info
sufficiently granular intelligence for education and training providers. Universities,
vocational institutions, and continuing professional education systems therefore
struggle fo anticipate emerging competence requirements. Finally, the actors on
whom preparedness depends, including public authorities, infrastructure operators,
defence institutions, technology firms, and universities, operate on different funding
cycles, time horizons, and incentive structures, with no systematic mechanism to
align them around shared resilience objectives.

A further dimension of the preparedness conversion challenge concerns the
distinction between access to technology and the capability to deploy it effectively.
The Nordic-Baltic region generally enjoys access to advanced technologies through
global markets and international partnerships. Yet preparedness depends equally on
whether organisations possess sufficient engineering depth, operational expertise,
and institutional capacity to adapt, integrate, repair, and scale these technologies
under crisis conditions. In this sense, technological sovereignty is fundamentally a
capability challenge rather than an ownership challenge.

This issue is reinforced by decades of specialisation and outsourcing. Where
critical knowledge of infrastructure architecture, industrial control systems,
telecommunications networks, cloud environments, or cybersecurity operations
resides primarily with external providers, the ability to mobilise and repurpose

capability during prolonged disruption may be constrained. Preparedness therefore
requires not only technological investment but also the retention of strategic
competencies, institutional memory, and engineering judgement within the
organisations and ecosystems responsible for societal resilience.

The consequence is that preparedness gaps can open silently within otherwise
sophisticated engineering economies. Closing them requires deliberate
institutional investment: structured pathways connecting commercial competence to
preparedness functions that are currently, across most Nordic and Baltic countries,
informal, underfunded, and dependent on individual initiative rather than design
(Heinrich Ball Stiftung, 2023; NORDEFCO, 2023). CER and NIS2 compliance
frameworks seem to assume that investment exists; in most cases it does not.

The workforce constraints documented in Sections 8.1to 8.4 are compounded by a
persistent and under-addressed supply-side failure: the systematic exclusion of large
portions of the available talent pool from preparedness-relevant engineering careers.
This is not primarily an equity question, though it is that too. It is a quantitative
workforce supply question with direct implications for preparedness planning.
Women comprise between 20 and 32 per cent of engineering graduates across
the Nordic-Baltic region; in sub-fields such as radio frequency engineering, radar,
and electronic warfare, representation falls below 15 per cent (Norwegian Ministry
of Defence, 2024). A sector that draws talent from only part of the population

will struggle to meet growing workforce demand. Gender balance, diversity, and
inclusion are therefore not optional social objectives, but structural requirements for
long-term workforce capacity.

The barriers to entry are well documented: engineering education cultures favouring
individual technical problem solving; security clearance processes designed around
traditional career patterns; limited flexible working arrangements in preparedness
relevant operational roles; and weak institutional pathways linking civilian
infrastructure, preparedness, and defence related careers (OECD, 2024).
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Box 8.4: Iceland and Norway: Contrasting Approaches to
Gender Balance in Engineering

In the Baltic states, Russian-speaking minority populations represent a technically
educated community whose participation in preparedness roles is constrained by
security concerns, language barriers, and trust deficits. Across Sweden and Norway,

immigrant professionals with engineering backgrounds face credential recognition
barriers and network disadvantages that constitute a straightforward capacity loss in
already-scarce labour markets.

Security requirements infroduce an additional constraint on the effective talent

pool that is rarely considered in preparedness planning. In Sweden, the number of
Swedish engineering doctoral students fell by 36 % between 2010 and 2023, while
infernational students increased to 55 per cent of all engineering doctoral students
(Sveriges Ingenjorer, 2025, p. 3). In 2023, around 29 per cent of international
engineering doctoral students originated from China, Iran, or Russia (ibid). At the
same time, security profection requirements are being extended across defence,
critical infrastructure, energy, telecommunications, and other security-sensitive
sectors under the Swedish Security Protection Act (SFS 2018:585). While security
clearance decisions are made individually, the expansion of security-classified
positions means that doctoral graduation figures may overstate the pool of talent
immediately available for strategically sensitive functions. As a result, workforce
availability itself is emerging as a preparedness challenge, particularly in domains
already characterised by shortages of highly specialised engineering expertise.

Gender equity should not be treated
solely as a social policy objective,
but as an operational workforce
strategy linked to preparedness
capacity.

Iceland consistently ranks among the leading OECD countries on measures of
gender equality and female labour market participation, including participation in
science and technology-related occupations. Comparative international analyses have
identified Iceland as one of the countries with the highest shares of women employed
in STEM-related roles, reflecting sustained investment in gender-inclusive education
pathways, childcare provision, and workplace equality measures. Norway has
similarly expanded efforts to strengthen gender balance in engineering, technology,
and defence-related sectors through targeted recruitment initiatives, gender-equality
legislation, and increased focus on diversity within national preparedness and
defence planning.

The broader Nordic lesson is that gender equity should not be treated solely

as a social policy objective, but as an operational workforce strategy linked

to preparedness capacity. Expanding women'’s participation in engineering

and technology enlarges the available talent pool at a time when demand for
preparedness-critical competencies is accelerating across energy, cybersecurity,
infrastructure, and defence-related sectors.

Sources: CloudZero (2023) The Leading Countries Breaking Barriers for
Women in STEM.

World Economic Forum (2024) Global Gender Gap Report 2024.
Norwegian Ministry of Defence (2024) Defence Commission Report.
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Three findings emerge clearly from the analysis. First, the engineering competencies
on which Nordic-Baltic preparedness depends are not absent. They exist, distributed
across fransmission operators, telecommunications firms, defence contractors,
research universities, and national cyber agencies. The problem is structural: they
are fragmented across institutions with different mandates, concentrated in firms
whose investment priorities are shaped primarily by commercial conditions, and
held disproportionately by a cohort approaching retirement without adequate
succession in place. The workforce reductions at Nokia and Ericsson illustrate how
quickly regionally significant capability can contract when commercial pressures and
preparedness interests are not aligned through any shared institutional mechanism.

Second, the failures most likely to materialise are not catastrophic collapses of
capability but coordination failures under pressure. These are moments when
individually competent systems cannot act together quickly enough because the
institutional connections between them were never built. The Iberian blackout and
Ukraine's telecommunications experience each illustrate a version of this dynamic.

Third, the governance frameworks now being implemented, including CER, NIS2,
and national resilience strategies across the region, assume a degree of workforce
depth, institutional coordination, and cross-sector alignment that does not yet exist
at the scale they require. The gap is not one of strategic awareness or political will.
It concerns the formal and informal rules, funding mechanisms, and coordination
arrangements that determine whether engineering capability developed in one
sector can be sustained, shared, and mobilised across others when conditions
require it. CER and NIS2 compliance deadlines are advancing while the workforce
development, cross-sector coordination mechanisms, and funding arrangements
needed to meet them remain largely unchanged. Whether the gap between
framework requirements and institutional capacity is narrowing or widening cannot
be determined with confidence, because no Nordic or Baltic country currently
conducts systematic monitoring of preparedness-relevant engineering workforce
capacity at the level of sub-specialisation that would make such an assessment
possible. That absence of measurement is itself part of the problem.

09. Engineering
Capacity and
the Future of
Preparedness

This final chapter draws together

the report’s central argument: that
preparedness in the Nordic-Baltic
region increasingly depends on the
capacity to sustain and coordinate
complex civilian engineering systems
under conditions of prolonged
disruption.




The challenge is no longer simply one of infrastructure investment, technological
sophistication, or strategic awareness. It concerns whether the institutional systems
responsible for developing, renewing, and mobilising specialised engineering
capability can adapt to a more unstable and inferconnected operating environment.
The chapter therefore moves beyond competency mapping to examine the
broader governance and workforce implications of preparedness. It argues that
preparedness and economic competitiveness, long treated as separate policy
domains, are converging around a shared set of omni-use technologies and the
engineering talent ecosystems that sustain them.

9.1 Reframing Preparedness

The analysis presented throughout this report leads to a conclusion that is both
uncomfortable and actionable. The Nordic-Baltic region cannot meet its future
preparedness requirements through existing workforce development systems
operating af their current scale, speed, and configuration. The competency
demands are real, legally binding, and growing. The workforce constraints are
structural and cumulative. Without deliberate intervention, the gap between
preparedness requirements and available engineering capacity will widen.

Yet preparedness is no longer simply a workforce challenge. It is increasingly
a challenge of how societies organise innovation, technological development,
industrial capability, and talent ecosystems.

For much of the post-Cold War period, economic competitiveness and national
preparedness were treated as separate policy domains. Innovation policy focused
on productivity, growth, research excellence, and global competitiveness.
Preparedness and defence policy focused on resilience, contingency planning,
and military capability. These domains developed distinct institutions, funding
mechanisms, and workforce strategies.

The emerging security environment increasingly challenges this separation. The
technologies shaping future economic competitiveness are simultaneously becoming
the technologies upon which societal resilience, critical infrastructure protection,
and national security depend. Artificial intelligence, cybersecurity, advanced
telecommunications, cloud and edge computing, autonomous systems, advanced

sensing fechnologies, quantum technologies, semiconductors, batteries, advanced
energy systems, and space-based infrastructure now underpin economic growth,
preparedness capability, and defence effectiveness.

This reality suggests that the traditional concept of dual-use technology may no
longer be sufficient. Dual-use implies a transfer between civilian and military
applications. Increasingly, however, the technologies most critical to preparedness
operate across multiple domains at once. They create economic value, enable
public services, strengthen infrastructure resilience, support crisis management,
and contribute to defence capability at the same time. Emerging empirical research
reaches a similar verdict from the innovation side, finding that the rigid civilian-
military classification hinders technology transfer, complicates public-private
partnerships, and deters investment in versatile technologies that span sectors with
minimal adaptation (Singer, Mueller and Kraus, 2025). The concept of omni-use
technologies, introduced earlier in this report, better captures this emerging reality.

Omni-use technologies derive their strategic importance not simply from their
technical characteristics but from the ecosystems that surround them. Their

value emerges through interconnected networks of firms, universities, research
institutes, infrastructure operators, supply chains, regulatory frameworks, and highly
specialised talent pools. Preparedness therefore becomes inseparable from the
health and dynamism of broader innovation ecosystems.

This insight has profound implications for engineering workforce development.
The engineers, data scientists, cybersecurity specialists, Al experts, telecommunications
professionals, systems architects, infrastructure specialists, and energy engineers
required to sustain economic competitiveness are increasingly the same
professionals required to sustain preparedness and defence. The preparedness
challenge is therefore not merely about creating new specialist roles. It is about
ensuring that the broader engineering ecosystem possesses sufficient scale,
diversity, adaptability, and mobilisation capacity to perform under conditions of
disruption.

Preparedness can no longer be understood as a separate sector operating

alongside the economy. It increasingly depends on the ability to convert civilian
technological capability into resilience capability when circumstances demand it.
Throughout this report, this has been described as the preparedness conversion



challenge. The central question is not whether technological capability exists, but
whether it can be coordinated, mobilised, and sustained under conditions of crisis.

For the Nordic-Baltic region, this presents a significant strategic opportunity.

The region already possesses internationally competitive strengths in advanced
energy systems, felecommunications, digital infrastructure, maritime technologies,
industrial automation, cybersecurity, defence technologies, and artificial intelligence.
Investments in these areas can strengthen productivity, innovation, export
competitiveness, strategic autonomy, resilience, and preparedness alike.

Omni-use technologies allow preparedness to be understood not as a cost imposed
on economic development but as a source of productivity-enhancing investment.
Investments in resilient energy systems strengthen both industrial competitiveness
and energy security. Investments in cybersecurity strengthen both export industries
and national resilience. Investments in artificial intelligence support both innovation
and operational decision-making in crisis and defence environments.

Preparedness therefore becomes not only a defence policy objective but also an
industrial policy, innovation policy, education policy, and workforce development
objective.

9.2 Looking Ahead: Preparedness as a
Competitiveness and Innovation Strategy

The Nordic-Baltic region enfers this new security era with significant strengths.

It benefits from comparatively high levels of institutional trust, advanced infrastructure
systems, strong research capabilities, sophisticated innovation ecosystems, and
infernationally competitive engineering sectors. These constitute important strategic
assefs in an increasingly uncertain world.

Yet being well positioned is not the same as being prepared.

The central question facing the region is no longer whether critical infrastructures
exist. Rather, it is whether the engineering ecosystems, talent pipelines, research
capabilities, industrial capacities, and institutional arrangements required to
sustain, adapt, and restore those infrastructures can be renewed, coordinated,
and mobilised under conditions of prolonged disruption. Preparedness is not a

temporary mobilisation effort. It is a continuous societal capability embedded across
education systems, labour markets, industrial policy, infrastructure governance, and
professional formation. It depreciates if not maintained and cannot be substituted
through procurement decisions or emergency measures at the moment it is most
needed.

This is ultimately less a technical challenge than an institutional and political one.
Systems designed for an era of relative stability must now adapt to an environment
characterised by infrastructural interdependence, persistent strategic competition,
cyber disruption, climate-related shocks, and growing uncertainty. The challenge is
whether governance systems, workforce strategies, and coordination frameworks
can evolve rapidly enough to meet these conditions. It is also a question of
anticipatory governance: whether policymakers can move beyond treating
competitiveness, resilience, preparedness, and defence as separate policy agendas.

The most important lesson emerging from this report is that the future of
preparedness depends less on building isolated preparedness systems than
on ensuring that the innovation systems, industrial capabilities, and STEM 1alent
ecosystems that underpin them are recognised and governed as strategic
preparedness assets.

For the Nordic-Baltic region, this points fowards a distinctive path forward. The region
has an opportunity fo become an international leader in an omni-use model of
innovation, in which technological development, economic competitiveness, societal
resilience, preparedness, and defence capability are understood as mutually
reinforcing objectives rather than competing priorities. Many of the technologies,
infrastructures, and engineering capabilities that drive economic growth increasingly
serve simultaneously as foundations for resilience and security.

The strategic opportunity for the coming decade is therefore not simply to
strengthen preparedness institutions, but fo align the broader systems that
generate knowledge, technology, talent, and innovation with the demands of a
more contested and disruption-prone environment. A region that succeeds in this
alignment will not only enhance its preparedness capacity but also strengthen its
long-term competitiveness, adaptability, and its strategic technological sovereignty.
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The ability to restore an electricity grid following a complete blackout without relying
Ke ! ' I e r I I l S G ' I on external power sources. Black-start operations depend on highly specialised
° ° distribution operators.
ﬂ b b reVI G t I O I I S Civil and Societal Preparedness
during crises, disruptions, or prolonged periods of pressure. Civil and societal
preparedness extends beyond military capability to include critical infrastructure,

10. Glossary of oy Coneeprs

® U Black-Start Capability
engineering expertise and coordination between generation, transmission, and
The capacity of society to sustain, adapt, coordinate, and restore essential functions
public institutions, businesses, and workforce systems.

Competence Ecosystem

The interconnected network of educational institutions, employers, professional
associations, research organisations, and workforce development systems that
collectively develop and sustain specialised expertise.

Critical Infrastructure

Assets, systems, and networks whose disruption would significantly affect sociefal
functioning, economic activity, public safety, or national security. This includes
energy systems, tfelecommunications, financial services, transport, water, health
services, and communication and digital infrastructure.

€ngineering Workforce Depth

The availability, diversity, and sustainability of engineering expertise within a given
domain. Workforce depth includes both the number of professionals and the
institutional capacity to reproduce and renew specialised competencies over time.

Hybrid Threats

Actions that combine military, cyber, economic, informational, technological, and
political means to create disruption below the threshold of conventional warfare.

Infrastructure Interdependence

The condition in which different infrastructure systems depend on one another for
their operation. Failures in one system may trigger cascading disruptions in others.
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Omni-Use Engineering

A concept developed in this report describing engineering capabilities,
infrastructures, technologies, and professional competencies that simultaneously
support economic activity, digital transformation, sociefal resilience, preparedness,
and security functions. Unlike traditional dual-use concepts, omni-use recognises that
these functions increasingly operate through the same interconnected systems and
cannot be easily separated.

Operational Integration

The ability to coordinate infrastructure systems, organisations, professional communities,
and workforce capabilities effectively during periods of disruption or crisis.

Preparedness Engineering

Engineering activities and competencies focused on sustaining, protecting,
restoring, and adapting critical infrastructure and societal functions under conditions
of disruption, crisis, or sustained pressure.

Resilience

The capacity of systems to absorb disruption while maintaining essential functions
and recovering from shocks.

System-of-Systems Modelling

The analysis of interactions and dependencies between multiple interconnected
infrastructure, organisational, and technological systems to understand how failures
propagate and how resilience can be strengthened.

Tacit Knowledge

Operational expertise and practical know-how acquired through experience that is
difficult to codify in manuals, procedures, or formal education.

Workforce Renewal

The process through which specialist competencies are fransferred, renewed, and
reproduced through education, training, mentoring, and professional development.

10.2 Organisations, Frameworks and Initiatives

ANE
Association of Nordic Engineers.

CCDCOE

Cooperative Cyber Defence Centre of Excellence. NATO-accredited cyber defence
centre located in Tallinn, Estonia.

CER Directive

Critical Entities Resilience Directive (EU 2022/2557). European Union legislation
requiring critical infrastructure operators fo strengthen resilience and confinuity
capabilities.

DIANA

Defence Innovation Accelerator for the North Atlantic. NATO initiative supporting
development of emerging and dual-use technologies.

EDIS

European Defence Industrial Strategy.

ENISA

European Union Agency for Cybersecurity.

ENTSO-E

European Network of Transmission System Operators for Electricity.

NnB8

Nordic-Baltic Eight. Regional cooperation format involving Denmark, Estonia,
Finland, Iceland, Latvia, Lithuania, Norway, and Sweden.

NATO
North Atlantic Treaty Organization.

NIS2 Directive

Directive (EU) 2022/2555 concerning measures for a high common level of
cybersecurity across the European Union.



NORDEFCO

Nordic Defence Cooperation. Framework for defence cooperation between
Denmark, Finland, Iceland, Norway, and Sweden.

OECD

Organisation for Economic Co-operation and Development

10.3 Technical Terms

AI
Artificial Intelligence.

GNnss

Global Navigation Satellite System. Satellite-based positioning systems such as GPS,
Galileo, and GLONASS.

ICS

Industrial Control Systems. Technologies used to monitor and control industrial
processes and infrastructure.

oT

Operational Technology. Hardware and software used to control physical systems
such as power plants, water treatment facilities, and transport systems.

OT/ICS Security

Protection of operational technology and industrial control systems against cyber
and physical threats.

PLC

Programmable Logic Controller. Industrial computer used to automate and control
machinery and infrastructure processes.

SAR

Synthetic Aperture Radar. Satellite-based radar technology capable of imaging the
Earth’s surface regardless of weather or light conditions.

Engineerin@ Capacity and the Future of Preparedness

SCADA

Supervisory Control and Data Acquisition. Systems used to monitor and control
critical infrastructure operations remotely.

STEM

Science, Technology, Engineering and Mathematics.

URS
Unmanned Aircraft System.

Counter-URAS

Technologies and systems used to detect, track, disrupt, or neutralise drones and
other unmanned aerial systems.

10.4 Preparedness Engineering Profiles

OT/ICS Security Engineer
Engineer combining industrial systems expertise with cybersecurity capability.

Black-Start and Grid Restoration Specialist
Engineer responsible for restoring eleciricity systems following major outages.

Resilience-Capable Civil and Structural Engineer

Engineer specialising in infrastructure resilience, protection, and recovery under
adverse conditions.

Crisis Logistics and Infrastructure Continuity Engineer

Engineer responsible for maintaining critical supply chains and infrastructure
services during disruption.

AI-Enabled Infrastructure Systems Engineer

Engineer applying Al and machine learning to infrastructure monitoring, resilience,
and operational decision support.

Quantum-Secure Communications Engineer

Engineer specialising in quantum-resistant communications and secure digital
infrastructure.
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